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VOTING CARD #1823

Do you accept the tax law?

Yes

€0-€ZHO

Verification Code:

CB14

Scan QR code on back and check verification code

VOTING CARD #1823

Do you accept the tax law?

No

€0-€ZHO

Verification Code:

F142 !‘
\ Scan QR code on back and check verification code ﬁ

L]
VOTING CARD #1823 t -_

Do you accept the tax law?

Abstain

€0-€¢HO

_
Verification Code: -
0B1D T
- -
Scan QR code on back and check verification code - l
- ‘-."-F"":...-.h-.\_
CONFIRMATION CARD #1823 L™ n : T ]
- . L " i e
Do you accept the tax law? ‘ - u .I . 1)
- .
oull I o g I
- 2 AT [ ll
- : Confirm I T
- 1. th o BB il
SEE Participation Code:
¥ wag 0C4A : 1
o |
L] i . o |
i ] Scan QR code on back and check participation code: & P -: ]
- e
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VOTING CARD #18
Do you accept the tax law?

Yes

Verification Code:

CB14

€0-€ZHD

8

-2

Scan QR code on back and check verification code
VOTING CARD #1823
Do you accept the tax law?

No

Verification Code:

F142

€0-€ZHD

Scan QR code on back and check verification code

VOTING CARD #1823

Do you accept the tax law? f ﬁ

(@)
A T
Abstain \ -
Verification Code: - F
1 -
0B1D Em g g
Scan QR code on back and check_verilf.i.calion code ]
: (L | ] I L
CONFIRMATION CARD #1823 : L n : . - . [ | I
N L | Wy
. Do you accept the tax law? :- -::-:EI.:::
= L] " el ok
ol - - (@} ' ‘ . 1 ] - i
[] I | i
ae Confirm B ESLEE an
. i T = I k. Tl L
] — Participation Code: ‘H -] i = ki |T
L 0C4A gy b !
" : ] = l- . ]
' : Scan QR code on back and check participation code [ ] : T
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= VOTING CARD #1823

Do you accept the tax law?

€0-€CHO

8

Scan QR code and check verification code on front

VOTING CARD #1823

Do you accept the tax law?

No

€0-€ZHD

Verification Code:

F142

Scan QR code on back and check verification code

VOTING CARD #1823

Do you accept the tax law? f ﬁ
Abstain

Verification Code:

€0-€ZHD
P

1
0B1D e 5 .
Scan QR code on back and check yerificalion code ]
CONFIRMATION CARD #1823 [ Ny [ . —
gy Ney Ny,
. Do you accept the tax law? —' --:‘.ﬁ:. 5 |
g ‘ - . . ] g
=1 . ol T i i 5 |
o T L] 18
1+ Confirm  :[IESEESSEEE une
; i . ) = I el Tl 3
] — Participation Code: i ] ] 5 [ 1 1!
Sewys 0C4A L i 1
& = l- . ]
- ]
' : Scan QR code on back and check participation code [ ] s i -
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VOTING CARD #1823

Do you accept the tax law?

(@]
ac
N
®
o
@

Scan QR code and check verification code on front

VOTING CARD #1823

Do you accept the tax law?

€0-€ZHD

Scan QR code and check verification code on front

VOTING CARD #1823

Do you accept the tax law?

€0-€ZHD

E
]

Scan QR code and check verification code on front

CONFIRMATION CARD #1823

Do you accept the tax law?

L 5 9 T % % N
o NENENr
€0-€ZHO

Scan QR code and check participation code on front
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Verification Code:

[}
N
-]
o
*
[a]
14
<
o
[©}
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Do you accept the tax law?
Scan QR code on back and (_:heck verification code
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CONFIRMATION CARD #1823

Do you accept the tax law?

Confirm

€0-€ZHD

Participation Code:

0C4A

Scan QR code on back and check participation code
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CONFIRMATION CARD #1823

Do you accept the tax law?

Confirm

€0-€ZHD

Participation Code:

0C4A

Scan QR code on back and check participation code

L
|
1

i T -

ICE, EVG (Reto E. Koenig)



AR

Tt
TTLEES
T L

CONFIRMATION CARD #1823

Do you accept the tax law?

Confirm

€0-€ZHD

Participation Code:

0C4A

Scan QR code on back and check participation code
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Scan QR code on back and check participation code

CONFIRMATION CARD #1823

Do you accept the tax law?

Confirm

€0-€ZHD

Participation Code:

0C4A
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Usable Verifiable Secrecy-Preserving E-Voting

Oksana Kulyk?®, Jonas Ludwig?, Melanie Volkamer?, Reto E. Koenig?, and
Philipp Locher?

b IT University of Copenhagen, Rued Langgaards Vej 7, DK-2300 Copenhagen S
? Karlsruhe Institute of Technology, Hermann-von-Helmholtz-Platz 1, 76344
Eggenstein-Leopoldshafen
e % Bern University of Applied Sciences, Quellgasse 21, 2501 Biel

3000 Bern

Abstract. In this paper we propose the usage of QR-Codes to enable
usable verifiable e-voting schemes based on code voting. The idea — from a
voter’s perspective — is to combine code voting proposed by Chaum with
the cast-as-intended verification mechanism used e.g. in Switzerland (using
a personal initialization code, return codes per option, a confirmation code
and a finalisation code); while all codes to be entered into the e-voting
system by voters are available as QR-Code (i.e. one personalised QR
voting code per voting option and one personal confirmation QR-Code).
Abstain We conduct a user study to evaluate the usability and user experience

o of such an approach: both the code sheets and the election webpage are

LBID based on usability research in this area but adopted for our idea. As
our proposal performs good wrt. usability, we discuss how such usable
front-ends enable more secure e-voting systems in respect to end-to-end

VOTING CARD #1823

Do you accept the tax law?

CONFIRMATION CARD #1823

Do you accept the tax law?

verifiability and vote secrecy.

Confirm

Participaton Code:

oc4A

‘Scan QR code on back and check particpation code.
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VOTING CARD #1823

Do you accept the tax law?

i

Do you accept the tax law?

Abstain

Do you accept the tax law?

Confirm

oc4A

‘Scan QR code on back and check particpation code.

Presentation CYD-Campus, Kommando Cyber (FUB) - 2024

Peter Wahler
Haupstrasse 100
3000 Bern

Election Identifier U BLS Signature o of (U,i,j)

Voting Card Index i

FGIVOLE. CHPU=(H23-0781=182787 =185 =119 76,16 k16778

Permuted voting-option index j

(U7 ?:7.].7 O-)
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i Step1

Initialize B; < 0, for i € [1, N]
Initialize Cy, < ()

—

Step2c

nnnnn

|

| (U,i,4,0) < b,

: If U =+ U, abort

: If Verify . (o, (U,4,7)) = 0, abort
: If by € B;, abort

| If | Bix| = m, abort

' TF (5 N e 0 ahort
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Voting Client Election Authority k € [1, s]

[
| Step1

|
e N

[

|

|

| Tnitialize By, « 0, for i € [1, N]
l Initialize Cy < 0
|

|

|

|

|

|

|

- J/

Step2b

%[ bs < qrDecode(QR,) } b

Step2c

(U,4,j,0) + b,

If U + U, abort

If Verify, ;. (o, (U,i,75)) = 0, abort
If by € B;, abort

If | Bix| = m, abort

If (i,-) € Ck, abort

Bik < sz U {bs}

UCk < VCijk

|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|

Step2d

/
vc—[ vc’ < hashp (veq, . .., ch)} ok
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If (z2,-) € Ck, abort
B + B U {bs}
UCE < VCijk

Step2d i
! |
e ( v’ < hashp (veq, .. ., vcs)w UCk |
L | ) |
.......... | |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
Step3b I :
R
< { ¢ < qrDecode(QR) } ‘ |
|
| |
: (U, i,0) ¢
| If U +# U, abort
| If Verify, ;. (o, (U,i)) = 0, abort
: Cp+ C, U {C}
| DCy, < DPCig
Step3d |
pc’ pey

Step3c

[ pcl — hashL(pcl, cee 7pcs)}
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If (z2,-) € Ck, abort
B + B U {bs}
UCE < VCijk

Step2d i
! |
e ( v’ < hashp (veq, .. ., vcs)w UCk |
L | ) |
.......... | |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
Step3b I :
R
< { ¢ < qrDecode(QR) } ‘ |
|
| |
: (U, i,0) < C
| If U +# U, abort
| If Verify, ;. (o, (U,i)) = 0, abort
: Cp+ C, U {C}
| DCy, < DPCig
Step3d |
pc’ pey

Step3c

[ pcl — hashL(pcl, cee 7pcs)}
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Administrator Printing Service Election Authority k € [1, s]

|
| EP | |
| |
| | Uk, €k, Yk, Tk, Sk, Sk, Vi, Pk, hi |
| | |
I Step5a I I
| p ' N |
| If 3k : hash(cy, ..., cs) # hg, abort |
---------- : If 3(3, k) : Verify(cik, Yir, mix) = 0, abort :
| For i € [1, N] do: |
| | i g0 0ty |
| N . J |
Peter Wdhler : Step5b : :
Haupstrasse 100 | ( S h |
3000 Bern | vk < Hk:l ’Ukjk |
| If 3(i, j, k) : Verify, . (dijx, (U, 4, 7)) = 0, abort |
; If 3(4, k) : Verify,; (o4, (U, 1)) = 0, abort |
: For i € [1, N]| do: |
! For j € [1,n] do: |
| 0ij < Tz oijk |
: vegj < hashp(ve g, ..., 0¢ 5s) :
| IR P
| | pc; < hashg(pe; 1,. .., pc; ) Voter
| \ | J T
' Step5c | :
I e ! R |
| For ¢ € [1, N] do: |
: For j € [1,n] do: |
: tQRz] < qrEncode(bij), for bij = (U,Z',j, O'ij) :
| For j € [1,n] do: |
: LVC” — (7’7 U7 ED7 CD]7 QRi,wijv vci,1/J7:j)7 for 7/)2] = ¢l(]) :
: QR,; + grEncode(c;), for ¢; = (U, i, 0) |
I CCz — (7’7 U7 QszpCz) !
: _ | J :
|
| | VD;, (VCij)n, CC; |
| | !
Presentation CYD-Campus, Kommando Cyber (FUB) - 2024 ICE, EVG (Reto E. Koenig)



Administrator Printing Service Election Authority k € [1, s]

EP

vkka Ck, 1/116; Ik, Sk> Sk, Vka Pk, hk

I
|
|
|
|
|
Stepb5a |

(1f 3k : hash(cy, ..., cs) # hy, abort
If 3(3, k) : Verify(cik, Yir, mix) = 0, abort
For i € [1, N] do:

L t%‘ —pso--rohyg

Step5b |
Peter Wahler
Haupstrasse 100
3000 Bern

( 2

T
| |
| |
| |
| |
| |
! |
| |
| |
| |
| |
| |
| |
| |
| |
| J |
| |
| |
| 5 |
| vk — Hk:l vk:k |
| If 3(i, j, k) : Verify, . (dijx, (U, 4, 7)) = 0, abort |
; If 3(4, k) : Verify,; (o4, (U, 1)) = 0, abort |
: For i € [1, N]| do: |
! For j € [1,n] do: |
: oij < [l=1 oijk |
: VCij haShL(’UCi,jJ7 Ceey vci,j,s) '
| 05 £ Hizl Oik

|

| | pc; < hashg(pe; 1,. .., pc; ) Voter
|

|

|

|

|

!

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

2

k | , J
Step5c I

(Forie [1, N] do:
For j € [1,n] do:
LQRH «— grEncode(b;;), for b;; = (U, 1, j, 0i;)
For j € [1,n] do:
| VCij ¢ (i,U, ED, CDy, QR, . . vciy,,), for i; = i(j)
QR; < qrEncode(c;), for ¢; = (U, i, 0;)

| CC; « (4, U, QR;, pc;)

|
: VD;, (VCij)n, CC;
|
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Administrator Election Authority k € [1, s] Election Authority ¢ # k

Step1

ESelect EP = (U,ED,m,n,N,c,V) }

|
EP i
Step2a i

(dky, eky) < KeyGenEnc()

(sky, vky) & KeyGenSig()

T & NIZKP[(dk, sk) : ek = g% A vk = g5F]

Peter Wahler
Haupstrasse 100
3000 Bern

k
ekk, ’Ukk,ﬂkey

k
ek, vke, ;"

T
|
|
[
|
|
Step2b :

If 3¢ Verify(wzey, ekg,vke) = 0, abort
ek < [1i_, ek, vk« [15_, vky

Step3a |

[ For Jj € [1,n] do:
Lej <~ Encek(r(j)vo)
For i € [1, N] do:
Lé@o < (ej)n

Step3b (upon receiving previous shuffle) |

[ Fori e [1,N] do:

Vi < Uy, 1y & Ly

€;;, < Shufflecs(€; k—1,Vik, rir)

(e o, i) <= NIZKP[(Yik, Tig) : @ix=Shuffleck (€; k—1, Yir, Tik)]
| Cr (Cik)Ns Yk — (Yir) N, Tr — (Tir) N

I -
! (&), (m5pufle) v, e
|

(8. (shuffley . o,
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Step2b :

If 3¢ : Verify (75, ek, vk;) = 0, abort
ek + HZ:1 ek, vk szl vky,

Step3a :

[ For Jj €[1,n] do:
| ej < Ence(I'(5),0)
For i € [1, N] do:

L | &0+ (¢j)n

Step3b (upon receiving previous shuffle) |
([ For i € [1, N] do:

Vi <& Uy, Ty & 20

€;;, < Shufflecr (€ k—1,Vir, rir)

(wshuffe i, rin) < NIZKP[(¥ig, Tik) : € =Shufflecs (& 5—1, Yik, Tir)]
| Ck (cik)N, Vi (Wir)N» Tk — (Tar) N

Peter Wahler
Haupstrasse 100

3000 Bern

(&ir)n, (mShufle) v ey,

(&) N, (mshuffie)

N,Ckg

|
|
i
|
Step3c :
If 3(3,¢) : Verify(wf?“f”e, ek,€;0-1,€;4,cie) = 0, abort

E < (&s)n = (€ij)Nxn
hy, < hash(cy, ..., cy)

Step4 |
(For i e [1, N] do:
For j € [1,n] do:
oijk + Signg, (U, 1, j)
L'Ucijk & {0, l}L
o < Signgy, (U, 1)
bCig <i {0’ 1}K
Sk < (Tijk) Nxns Sk = (Cik) N
Vi < (vCiji)Nxns Pk < (PCip)N

= J
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Administrator Printing Service Election Authority k € [1, s]

|
| EP | |
| |
| | Uk, €k, Yk, Tk, Sk, Sk, Vi, Pk, hi |
| | |
I Step5a I I
| p ' N |
| If 3k : hash(cy, ..., cs) # hg, abort |
---------- : If 3(3, k) : Verify(cik, Yir, mix) = 0, abort :
| For i € [1, N] do: |
| | i g0 0ty |
| N . J |
Peter Wdhler : Step5b : :
Haupstrasse 100 | ( S h |
3000 Bern | vk < Hk:l ’Ukjk |
| If 3(i, j, k) : Verify, . (dijx, (U, 4, 7)) = 0, abort |
; If 3(4, k) : Verify,; (o4, (U, 1)) = 0, abort |
: For i € [1, N]| do: |
! For j € [1,n] do: |
| 0ij < Tz oijk |
: vegj < hashp(ve g, ..., 0¢ 5s) :
| IR P
| | pc; < hashg(pe; 1,. .., pc; ) Voter
| \ | J T
' Step5c | :
I e ! R |
| For ¢ € [1, N] do: |
: For j € [1,n] do: |
: tQRz] < qrEncode(bij), for bij = (U,Z',j, O'ij) :
| For j € [1,n] do: |
: LVC” — (7’7 U7 ED7 CD]7 QRi,wijv vci,1/J7:j)7 for 7/)2] = ¢l(]) :
: QR,; + qrEncode(c;), for ¢; = (U, 1, 0;) |
I CCz — (7’7 U7 QszpCz) !
: _ | J :
|
| | VD;, (VCij)n, CC; |
| | !
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Voter Voting Client Election Authority k € [1, s]

T
|

1
Step1 | } J Step1
[ Initialize S < 0 } } Initialize By < 0, for i € [1, N]
| | Initialize Cy < 0
Step2a ! |
\ \
Select s € {1,...,n}\ S } }
Extract (QR,, vc,) from VO \ [
__________ . Step2b } |
I R
| QR, [ bs < qrDecode(QR,) } b :
: : } Step2c
| | (U,,3,0) < by
- : ! If U # U, abort
Peter Wdhler |
Haupstrasse 100 ! : If Verify,. (o, (U, 4, j)) = 0, abort
: I\ If by € By, abort
: | If | Bix| = m, abort
|
: \ If (4,-) € Cy, abort
i | By + By U {bs}
: | VCl, <— VCijk
| Step2d } ‘
| / |
: ve [ ve' « hashy, (veq, . .., vcs)} ek |
Step2e | T }
If v’ # ves, abort } }
S« SuU{s} | |
If |S| < m, goto Step2a or continue } }
' \ [
Step3a : } }
[Extract (QR, pc) from CC } } }
| Step3b } }
R
: Q [ ¢ < qrDecode(QR) } ¢ }
: : } Step3c
| } (U,i,0) «c
: } If U # U, abort
| | If Verify,,. (o, (U,i)) = 0, abort
: } Cp + CpU {c}
I \ ey < Peiy,
: , Step3d ‘\ ,‘
: r [ pe’ < hashy(pey, ... ,pcs)} o |
Step3e ! : [
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Administrator Election Authority & € [1, s] Election Authority ¢ # k

[
(Bik)n, Ck

(Bit)n, Co

Step1

[ Fori e [1, N] do:
tBi — Uzleik

L C <+ Uj_1Ck

Step2 |

(E«0
For c € C do:
(U,i,o) ¢
If (U=U) A Verify,. (o, (U,4)) =1, do:
For b € B; do:
(U,i,j,0) b
If (U=U) A Verify,, (o, (U,i, 7)) = 1, do:
Select €;; from E
L El — E‘z @] {é”}
If |E;| < m, do:
€ < Iz, er, €is
L LB« EU{e}
e sort(E)

Peter Wahler
Haupstrasse 100
3000 Bern

Step3 |

[ Mix and decrypt e J

Partial decryptions and decryption proofs

Step4

[ Verify proofs, decode and tally votes }
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T

Step1 | } Step1
[ Initialize S « 0 J Initialize By, < 0, for ¢ € [1, N]
Step2a |

Select s € {1,...,n}\ S
Extract (QRj, vcs) from VO

1
|
|
!
T : Initialize Cy, < 0
|
|
|
|
|
|
I

7 Step2b
R
! QR, [ bs + qrDecode(QR,) } b
.......... | : Step2o
| "
! : (U7i7.j7o—)eb5
i ! If U # U, abort
| ! If Verify, . (o, (U, i,7)) = 0, abort
: : If by € By, abort
Eiiiﬁil?me : : If | Bi| = m, abort
™" ! | If (¢,) € Cy, abort
| | Bir <= Bir U {bs}
: | UCk 4 UCijk
| Step2d : ‘
| el \
: ve [ ve' < hashp (veq, . . ., vcs)} ek |
Step2e | T }
If vc’ # veg, abort : }
S+ Su{s} | |
If |S| < m, goto Step2a or continue ! |
T | |
Step3a : : }
[Extract (QR, pc) from CC J : }
| Step3b : }
I R g
. 9 [ ¢ < qrDecode(QR) } ‘ |
: | } Step3c
l : (U,i,0) ¢
| : If U U, abort
| ! If Verify, .. (o, (U, %)) = 0, abort
: : Cp «+ Cr U {C}
! I PCy <= Pl
: , Step3d !
pc pc
: [pc/ehashL(pcl,..A,pcs)} k
Step3e :

i
[ If pc’ # pe, goto Step3a or complain J :
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Select s € {1,...
Extract (QR,, ve

Peter Wahler

/ Haupstrasse 100
E L 3000 Bern

If vc’ # veg, abor
S+ Su{s}

‘Scan QR code and check verifation code on font
"
B

VOTING CARD #1823 B

Do you accept the tax law?

Abstain

Veriication Code:

0B1D

'Scan QR code on back and check veriication code

CCONFIRMATION CARD #1823

Do you accept the tax law?

Confirm

‘Scan QR code on back and check participation code
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Select s € {1,...
Extract (QR,, ve

Cancel CARD #1823

Do you accept the tax law?

Cancel / Peter Wihler
2eport Code: @ Haupstrasse 100
E L 0A2B 3000 Bern

‘Scan QR code on back and check cancel code.
LT — = mmm

Nmgy Em 5
LT
T
Snpy

If vc’ # veg, abor
S+ Su{s}

=-n
. =
1 |
a ‘Scan QR code and check verifation code on font
"

B
VOTING CARD #1823 B

Do you accept the tax law?

Abstain

Veriication Code:

0B1D

'Scan QR code on back and check veriication code

CCONFIRMATION CARD #1823

Do you accept the tax law?

Confirm

‘Scan QR code on back and check participation code
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VOTING CARD #1823

Do you accept the tax law?

Yes

Private Elections in the
Smartphone Era_

£0£7HO

VOTING CARD #1823

Do you accept the tax law?

£0£2HO

VOTING CARD #1823

Do you accept the tax law?

No

F142

£0-E2HO

VOTING CARD #1823

Do you accept the tax law?

£0-E2HO

VOTING CARD #1823

Do you accept the tax law?

Abstain

675 / L% 0B1D

s0ezHD

VOTING CARD #1823

Do you accept the tax law?

s0€zHD

a42p CONFIRWATION GARD #1823
% g Do you accept the tax law?

Confirm |

CONFIRMATION CARD #1823

Do you accept the tax law?

£0€ZHD

Cancel CARD #1823

Do you accept the tax law?

Cancel

Repon cose

Cancel CARD #1823

Do you accept the tax law?

£0€ZHD
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Fig.3: Second part of the pre-election phase: Permutation composition (Step5a)
signature and code aggregation (Step3b), voting card preparation (Stepsc)

Fig. 2 First part of the pre-election phase: Election setup (Stepl), key generation
(Step2), ciphertext preparation (Step3), signature and code generation (Stepd).
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Fig.5: Overview of the post-election phase: ballot and confirmation box synchro-
nization (Stepl), extraction of valid ciphertexts (Step2), mixing and decryption
(Step3), decoding and tallying (Stepd)

Fig. 4: Overview of the election phase: Initialization (Stepl), vote casting (Step2)
vote confirmation (Step3)
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