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CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm
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CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Abstain
Verification Code:

0B1D0B1D
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

No
Verification Code:

F142F142
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14
Scan QR code on back and check verification code

C
H

23-03
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CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Abstain
Verification Code:

0B1D0B1D
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

No
Verification Code:

F142F142
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14
Scan QR code on back and check verification code

C
H

23-03
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VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Abstain
Verification Code:

0B1D0B1D
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

No
Verification Code:

F142F142
Scan QR code on back and check verification code

C
H

23-03
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CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

C
H

23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03
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CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14
Scan QR code on back and check verification code

C
H

23-03
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VOTING CARD #18

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14

Scan QR code on back and check verification code
C

H
23-03
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VOTING CARD #18

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

qrvote.ch?U=CH23-03&i=1823&j=1&s=ug76JGjnkdl6778

CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14

Scan QR code on back and check verification code
C

H
23-03
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VOTING CARD #18

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

qrvote.ch?U=CH23-03&i=1823&j=1&s=ug76JGjnkdl6778

CB14CB14

CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14

Scan QR code on back and check verification code
C

H
23-03
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Scan Q

qrvote.ch?U=CH23-03&i=1823&j=1&s=ug76JGjnkdl6778

CB14CB14

CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14

Scan QR code on back and check verification code

C
H

23-03
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CONFIRMATION CARD #1823Do you accept the tax law?

Scan QR code and check

C
H

23-03

CONFIRMATION CARD #1823Do you accept the tax law?

Scan QR code and check

C
H

23-03
CONFIRMATION CARD #1823Do you accept the tax law?

Participation Code:0C4A0C4A
Scan QR code on back and check participation code

C
H

23-03

Confirm
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CONFIRMATION CARD #1823Do you accept the tax law?

Scan QR code and check

C
H

23-03

CONFIRMATION CARD #1823Do you accept the tax law?

Scan QR code and check

C
H

23-03

qrvote.ch?U=CH23-03&i=1823&j=1&s=ug76JGjnkdl6778

CONFIRMATION CARD #1823Do you accept the tax law?

Participation Code:0C4A0C4A
Scan QR code on back and check participation code

C
H

23-03

Confirm
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CONFIRMATION CARD #1823Do you accept the tax law?

Scan QR code and check

C
H

23-03

CONFIRMATION CARD #1823Do you accept the tax law?

Scan QR code and check

C
H

23-03

qrvote.ch?U=CH23-03&i=1823&j=1&s=ug76JGjnkdl6778

0C4A0C4A

CONFIRMATION CARD #1823Do you accept the tax law?

Participation Code:0C4A0C4A
Scan QR code on back and check participation code

C
H

23-03

Confirm
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VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

ode and check verification code on front

C
H

23-03

qrvote.ch?U=CH23-03&i=1823&j=1&s=ug76JGjnkdl6778

CB14CB14
CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Abstain
Verification Code:

0B1D0B1D
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14

Scan QR code on back and check verification code

C
H

23-03
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VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

ode and check verification code on front

C
H

23-03

qrvote.ch?U=CH23-03&i=1823&j=1&s=ug76JGjnkdl6778

CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Abstain
Verification Code:

0B1D0B1D
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14

Scan QR code on back and check verification code

C
H

23-03

Permuted voting-option index j

URL

Election Identifier U

Voting Card Index i

BLS Signature σ of (U,i,j)
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Pha

VOTING CARD #1823

Do you accept the tax law?

ode and check verification code on front

C
H

23-03

D #1823

he tax law?

es
ion Code:

B14B14

k and check verification code

C
H

23-03

32



Presentation CYD-Campus, Kommando Cyber (FUB) - 2024 ICE, EVG (Reto E. Koenig)

tion Phase

VOTING CARD #1823

Do you accept the tax law?

ode and check verification code on front

C
H

23-03CB14CB14

D #1823

he tax law?

es
ion Code:

B14B14

k and check verification code

C
H

23-03
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n Phase

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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n Phase

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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Setup
Phase II

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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Setup
Phase II

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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Setup
Phase I

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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Phase I

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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Setup
Phase II

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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Election Phase

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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Tally Phase

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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Election
Authorities

Voter

Vot ing
Client

P rint ing
Authority

Administ rator

Post S
yste

m

Authenticity

VEleS Trustmodel

VEleS  provided out of band channel

Protocol Established

Privacy (long term)

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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Election
Authorities

Voter

Vot ing
Client

P rint ing
Authority

Administ rator

QR
-V
ot
e

Authenticity

VEleS Trustmodel

VEleS  provided out of band channel

Protocol Established

Privacy (long term)

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

0C4A0C4A

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm

53



Presentation CYD-Campus, Kommando Cyber (FUB) - 2024 ICE, EVG (Reto E. Koenig)

Election Phase

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

☠☠☠☠☠☠

CARD #1823

the tax law?

ipation Code:

0C4A0C4A

back and check participation code

C
H

23-03

nfirm
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E

VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

QR code and check verification code on front

C
H

23-03

☠☠☠☠☠☠
CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Abstain
Verification Code:

0B1D0B1D
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14

Scan QR code on back and check verification code

C
H

23-03
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E

VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

QR code and check verification code on front

C
H

23-03

☠☠☠☠☠☠

Cancel CARD #1823

Do you accept the tax law?

Report Code:

0A2B0A2B

Scan QR code on back and check cancel code

C
H

23-03

Cancel

CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Abstain
Verification Code:

0B1D0B1D
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14

Scan QR code on back and check verification code

C
H

23-03
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Election
Authorities

Voter

Vot ing
Client

P rint ing
Authority

Administ rator

Post S
yste

m
Election

Authorities

Voter

Vot ing
Client

P rint ing
Authority

Administ rator

QR-V
ote

Authenticity

VEleS Trustmodel

VEleS  provided out of band channel

Protocol Established

Privacy (long term)

Practical
CodeVoting
Revisited

Private Elections in the
Smartphone Era_

Tally Phase

Election Phase

Setup
Phase II

Setup
Phase I

Cancel CARD #1823

Do you accept the tax law?

Scan QR code and check cancel code on front

C
H

23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

C
H

23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Scan QR code and check verification code on front

C
H

23-03

qrvote.ch?U=CH23-03&i=1823&j=1&s=ug76JGjnkdl6778

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Scan QR code and check participation code on front

CH23-03

☠☠☠☠☠☠

0A2B0A2B
CB14CB14

0C4A0C4A
Cancel CARD #1823

Do you accept the tax law?

Report Code:

0A2B0A2B

Scan QR code on back and check cancel code

C
H

23-03

Cancel

CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

VOTING CARD #1823

Do you accept the tax law?

Abstain
Verification Code:

0B1D0B1D
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

No
Verification Code:

F142F142
Scan QR code on back and check verification code

C
H

23-03

VOTING CARD #1823

Do you accept the tax law?

Yes
Verification Code:

CB14CB14
Scan QR code on back and check verification code

C
H

23-03

CONFIRMATION CARD #1823

Do you accept the tax law?

Participation Code:

0C4A0C4A

Scan QR code on back and check participation code

C
H

23-03

Confirm

Permuted voting-option index j

URL

Election Identifier U

Voting Card Index i

BLS Signature σ of (U,i,j)
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