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What does CH stand for?

CH = Confederatio Helvetica
(Latin for Swiss Confederation)
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Where does CHVote come from?
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Why was CHVote launched?

Reason 1: Swiss direct democracy

Up to four election days per year

Elections
Mandatory referendums
Optional referendums (>50k signatures)
Popular initiatives (>100k signatures)

Different political levels

Federal
Cantonal
Municipal

Up to 10 different election topics per election day
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Why was CHVote launched?

Reason 2: Swiss citizens living abroad

Population of Switzerland ≈ 8.87 millions

Swiss citizens living in Switzerland ≈ 6.66 millions

Swiss citizens living abroad ≈ 0.77 millions (or ≈ 10.4%)

Eligible to vote on cantonal and federal topics

Politically strong Organisation of the Swiss Abroad (OSA)
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Why was CHVote launched?

Reason 3: Federal Council

Strong belief in opportunities (despite the manifold risks)

Simplified and less error-prone voting process
Better usability for voters with disabilities
Faster and more accurate tallying
Increased turnout
Pioneering role of Switzerland
Market opportunities by knowledge advantage

Reports published in 2002, 2004, 2006, 2013

Incentives for cantons to launch pilots

“Federal Chancellery Ordinance on Electronic Voting”, 2013
(updated in 2018)
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When was CHVote launched?

Geneva System (pre-CHVote)

2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 20212001 2022

First communal
 referendum

First federal 
referendum

Start of Geneva Internet voting project

First cantonal 
referendum

Phase 1
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When was CHVote launched?
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When was CHVote launched?

Geneva System (pre-CHVote) CHVote 1.0

CHVote 2.0 OpenCHVote

CHVote Protocol

2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 20212001 2022

First communal
 referendum

First federal 
referendum

Start of Geneva Internet voting project
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overseas citizens
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Source code
released

Phase 2

Federal Ordinance of 
Electronic Voting
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Phase 3

CHVote 2.0 stopped
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Traditional Paper-Based Voting
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Blackbox Voting System
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Blackbox Voting System
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Flawed Security Concept

Focus on providing functionality (with some security added)

Strong trust assumptions (fully trusted server and client)

Homemade cryptography (e.g. “Double Envelope Method”)

Lack of proper security concepts

Security definitions
Adversary model
Cryptographic protocol
Formal security proofs

Lack of transparency

Documentation
Source code (until 2010)
Evaluation reports

No individual or universal verifiability
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Strong Trust Assumptions

Question: So you could possibly see all cleartext votes
before the tally?

Answer: Yes, but don’t worry, we are adults!
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Lack of Transparency

Question: Did you perform any penetration tests?

Answer: Yes.

Question: What were the result?

Answer: Sorry, we can’t tell!
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3rd Vote Electronique Report

The introduction of verifiability is central to
the new security requirements.

3rd Vote Electronique Report
Swiss Federal Council, 2013
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Ordinance on Electronic Voting (VEleS)

Effective since December 2013

Enhanced security requirements

End-to-end encryption
Verifiability
Distributed trust
Transparency

Step-wise extension

Step 1: Individual verifiability (≤50% electorate)
Step 2: Individual and universal verifiability (≤100% electorate)

Updated in July 2018 (article on disclosing the source code)

Next update expected in 2022
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VEleS: Individual Verifiability

Voters must be able to ascertain whether
their vote has been manipulated or inter-
cepted on the user platform or during trans-
mission. [. . . ] Voters must receive proof that
the server system has registered the vote as it
was entered by the voter on the user platform.

Federal Chancellery Ordinance on Electronic Voting
VEleS, Art.4, 2013

Bern University of Applied Sciences | Berner Fachhochschule | Haute école spécialisée bernoise 27



Cast-as-Intended Verifiability

Candidates
Alice
Bob
Charlie

Codes
7449
8243
9123

Code Sheet Nr. 291
Vote Casting
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Cast-as-Intended Verifiability

Candidates
Alice
Bob
Charlie

Codes
7449
8243
9123

Code Sheet Nr. 291 Sheet Nr.: 
Candidate:

Vote

291
Charlie
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Cast-as-Intended Verifiability

Candidates
Alice
Bob
Charlie

Codes
7449
8243
9123

Code Sheet Nr. 291

Your code: 9123

Thanks for voting!
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CHVote 1.0

CHVote 1.0 is an extension of the Geneva System

Goal: Cast-as-intended verifiability (1st extension step of VEleS)

Simplistic solution:

Fully trusted server and printer
Upon receipt, encrypted ballots are decrypted by the server
Decrypted ballots are used to select the correct code from
code database
Decrypted ballots are “forgotten”
Encrypted ballots are stored in ballot database

First used in March 2015, last used in 2019

Source code available at https://github.com/republique-et-
canton-de-geneve/chvote-1-0

Bern University of Applied Sciences | Berner Fachhochschule | Haute école spécialisée bernoise 31
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VEleS: Universal Verifiability

Auditors receive proof that the result has been
ascertained correctly. They must evaluate the
proof in a observable procedure. To do this,
they must use technical aids that are inde-
pendent of and isolated from the rest of the
system.

Federal Chancellery Ordinance on Electronic Voting
VEleS, Art.5, 2013
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CHVote 2.0

Relaunched from scratch in 2016

Expert dialogue initiated at project startup

Collaboration with academia (BFH, EPFL, LORIA, University
of Bristol)

Mindset of maximal transparency

PoC source code released since October 2016
Cryptographic protocol published since April 2017
Security proofs published in October 2018

Stopped in November 2018 for financial reasons (without ever
using it in practice)

Source code and documentation published in 2019 at
https://chvote2.gitlab.io
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CHVote Protocol

Designed by BFH for CHVote 2.0

Available since 2017 on Cryptology ePrint Archive (2017/325)

Current Version 3.2 (December 2020)

Comprehensive, self-contained document (212 pages)

Cryptographic primitives
Protocol parties
Communication channels
Adversary model and security parameters
Election parameters
Protocol messages
Pseudo-code algorithms (≈ 100)

Security proofs published separately (D. Berhard, V. Cortier,
P. Gaudry, M. Turuani, B. Warinschi)
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Cryptographic Ingredients

ElGamal encryption

Non-interactive zero-knowledge proofs

Oblivious transfer (Chu-Tzeng protocol)

Schnorr identification and signatures

Shamir secret sharing

Re-encryption mix-net (Wikström)

Distributed decryption

Key-encapsulation mechanism (hybrid encryption)
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Transmission of Verification Codes

Candidates
Alice
Bob
Charlie

Codes
7449
8243
9123

Code Sheet Nr. 291

Your code: 9123

Thanks for voting!

The voting server does not learn the voter’s selection

The voting client does not learn codes different from the
voter’s selection
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Oblivious Transfer

In cryptography, an oblivious transfer (OT) is a protocol
between a sender and a receiver

The sender has n messages m = (m1, . . . ,mn)
The receiver selects k indices s = (s1, . . . , sk), si ∈ {1, . . . , n}
Executing the protocol reveals ms = (ms1 , . . . ,msk ) to the
receiver

Properties of OT protocols

Receiver privacy: the sender learns nothing about s
Sender privacy: the receiver learns nothing more than ms

In the efficient OT-protocol by Chu and Tzeng, the receiver’s
query consists of ElGamal encryptions
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OT-Protocol by Chu and Tzeng
Receiver Sender
selects s = (s1, . . . , sk) knows m = (m1, . . . ,mn)

for j = 1, . . . , k
– pick random rj ∈R Zq

– compute aj = Γ(sj) · g rj

a=(a1,...,ak )
−−−−−−−−−−−−−−→ pick random r ∈R Zq

for j = 1, . . . , k
– compute bj = arj
for i = 1, . . . , n
– compute ki = H(Γ(i)r )
– compute ci = mi ⊕ ki
compute d = g r

for j = 1, . . . , k

b=(b1,...,bk )
c=(c1,...,cn)

d←−−−−−−−−−−−−−−
– compute kj = H(bj · d−rj )
– compute msj = csj ⊕ kj
let ms = (ms1 , . . . ,msk )
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Example of Protocol Description
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Example of Protocol Description
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Example of Pseudo-Code Algorithm
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Example of Pseudo-Code Algorithm
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OpenCHVote

OpenCHVote 1.0 has been released in October 2020 on Gitlab

Along with an updated CHVote Protocol Specification

GNU Affero General Public License Version 3

Funded by the State of Geneva (2016–2019) and the Federal
Chancellery (2019–2020)

Main project goals:

Cover all cryptographically relevant parts
Exclude all cryptographically irrelevant parts
Eliminate gap between specification and code as far as possible
Easy to install, execute, and test
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OpenCHVote: Key Features

Complete parameterizable CHVote protocol run

Simultaneous execution of multiple protocol runs

Two protocol variants: plain and writein

Optimized performance

Clean infrastructure interfaces to cryptographically irrelevant
components

No compulsory dependencies to third-party libraries/frameworks

Straightforward installation (Maven)
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Example of Algorithm Implementation
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Example of Algorithm Implementation
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Pseudo-Code vs. Java Code
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Example of Protocol Party
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Example of Protocol Party
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Example of Protocol Party
MVC2

send MCE1

TC3

 MEC1 

TC4

send INT

INT [all MEC1]

TC5

[ok]

 [TE]  [AE] 

EC1

send MCE2

EC2

SC3

SC4

SC5
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Example of Protocol Party
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Example of Protocol Party
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Conclusion

Phases 1–3

Long journey of learning

Right decision to discontinue CHVote 1.0

Right mindset brought into CHVote 2.0

Were the VEleS requirements too ambitious?

Phase 4

CHVote and OpenCHVote are two shapes of the same thing

As such, it may serve as an example for other projects

What’s next?
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Questions?

Source: https://en.wikipedia.org/wiki/Landsgemeinde
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