
One E-Citizen, One E-Vote ?

Rolf Haenni

ISSS Security Talk, Zürich
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Berne University of Applied Sciences | Berner Fachhochschule | Haute école spécialisée bernoise 7
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It is enough that the people know there was
an election. The people who cast the votes
decide nothing. The people who count the
votes decide everything.

Josef Stalin
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If we are to bring computerization into our
electoral processes, then we must do it in
such a way as to preserve the integrity of the
process and to prevent the concentration of
power into the hands of the few who control
the process.

Josh Benaloh, Verifiable Secret-Ballot Elections
PhD Thesis, Yale University, 1987
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Swiss E-Voting Experience
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Traditional Paper-Based Voting
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1st Generation Systems
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1st Generation Systems

Non-verifiable “blackbox” systems (1st generation)

Canton of Geneva (2003–2019)
Canton of Zürich (Unisys, 2004–2015)
Canton of Neuchâtel (Scytl, 2005–2015)

Almost no security other than secured channels (TLS)

Fully trusted voting server
Fully trusted voting client

Target audience: Swiss living abroad
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2nd Generation Systems
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2nd Generation Systems

Legal Ordinance on Electronic Voting (VEleS)

Effective since December 2013
Enhanced security requirements (end-to-end encryption,
end-to-end verifiability, distribution of trust, transparency)

Relaunched project CHVote 2.0 (Geneva)

Collaboration with academia
Stopped in November 2018 for financial reasons

New project by Swiss Post

Collaboration with Scytl (Barcelona, Spain)
Stopped in June 2019 by Federal Chancellery

Target audience: All Swiss citizens

Berne University of Applied Sciences | Berner Fachhochschule | Haute école spécialisée bernoise 17



VEleS

The introduction of verifiability is central to
the new security requirements.

3rd Vote Electronique Report
Swiss Federal Council, 2013
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VEleS: Individual Verifiability

Voters must be able to ascertain whether
their vote has been manipulated or inter-
cepted on the user platform or during trans-
mission. [. . . ] Voters must receive proof that
the server system has registered the vote as it
was entered by the voter on the user platform.

Federal Chancellery Ordinance on Electronic Voting
VEleS, Art.4, 2013
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VEleS: Universal Verifiability

Auditors receive proof that the result has been
ascertained correctly. They must evaluate the
proof in a observable procedure. To do this,
they must use technical aids that are inde-
pendent of and isolated from the rest of the
system.

Federal Chancellery Ordinance on Electronic Voting
VEleS, Art.5, 2013
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Bulletin Board

Voting panel, Swiss National Council, Bern, Switzerland (srf.ch)
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Cryptographic Voting Protocols
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Cryptographic Voting Protocol

A cryptographic voting protocol tries to solve the following
multi-party-computation problem:

Parties V1, . . . ,Vn with private inputs vi ∈ {0, 1}
Common output s = f (v1, . . . , vn) =

∑n
i=1 vi

Formal security definition based on ideal/real-model paradigm

Fairness: Parties select their private inputs independently
Correctness: The protocol outputs the correct value s
Privacy: Nobody learns anything more than s

General MPC protocols are not efficient enough for real-world
elections (when n is large)
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Cryptographic Voting Protocol

30 years of academic research focused on designing specialized
cryptographic voting protocols

Voters V1, . . . ,Vn

Election administrator AD
Independent authorities EAj (of which some are honest)
Bulletin board BB

Attack Model: Any coalition of parties may try to attack the
protocol (except too many authorities together)

Solution: The cryptographic voting protocol outputs a proof
that the announced result is correct (= no attack took place)
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Approach 1: Homomorphic Tallying

Public-key encryption scheme

Key generation: (pk, sk)← KeyGen()
Encryption: e ← Encpk(m)
Decryption m← Decsk(e)

Additively homomorphic encryption scheme:

Encpk(m1) ∗ Encpk(m2) = Encpk(m1 + m2),

and therefore:
n∏

i=1

Encpk(mi ) = Encpk(
n∑

i=1

mi )

Examples: Exponential ElGamal, Paillier
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Approach 1: Homomorphic Tallying

Step 1: Every participating voter . . .

selects vi ∈ {0, 1}
computes ei = Encpk(vi )
submits ei to bulletin board

Step 2: The authority . . .

retrieves e1, . . . , en from bulletin board
computes e =

∏n
i=1 ei

decrypts e into s = Decsk(e) using sk
publishes s on the bulletin board

Bulletin board contents at the end of protocol:

e1, . . . , en
s
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Non-Interactive Cryptographic Proofs

Attack 1: Dishonest voters selects invalid vi 6∈ {0, 1}

Attack 2: Dishonest authority publishes incorrect s 6= Decsk(e)

These attacks can be prevented by publishing non-interactive
zero-knowledge proofs (NIZKP) along with ei and s

πei = NIZKP [(r) : ei = Encpk(0, r) ∨ ei = Encpk(1, r)]

πs = NIZKP [(sk) : s = Decsk(e) ∧ pk = publicKey(sk)]

Bulletin board contents at the end of protocol:

(e1, πe1), . . . , (en, πen)
s, pk, πs
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Threshold Decryption

Attack 3: Dishonest authority decrypts ei individually

This attack can be prevented by sharing the private key
among multiple authorities,

(sk1, . . . , skk) = Share(sk, t),

where 0 ≤ t ≤ k denotes the sharing threshold

To decrypt e, at least t authorities compute sj = Decskj (e)
and publish sj along with πsj

The election result s follows deterministically from s1, . . . , st

Bulletin board contents at the end of protocol:

(e1, πe1), . . . , (en, πen)
(s1, pk1, πs1), . . . , (st , pkt , πst )
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Approach 2: Re-Encryption Mixnet

A homomorphic encryption e = Encpk(m) can be re-encrypted:

e ′ = ReEncpk(e) = e ∗ Encpk(0) = Encpk(m)

A cryptographic shuffle transforms a list E = (e1, . . . , en) of
encryptions into E ′ = (e ′1, . . . , e

′
n) such that e ′j = ReEncpk(ei )

for every j = ψ(i)

The correctness of the shuffle needs to be proven:

πψ = NIZKP [(ψ) : ej = ReEncpk(ei ), ∀j = ψ(i)]

A series of cryptographic shuffles forms a re-encryption mixnet
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Approach 2: Re-Encryption Mixnet
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Approach 2: Re-Encryption Mixnet

Bulletin board contents at the end of protocol:

E = (e1, . . . , en) = E0

E ′ = (e ′1, . . . , e
′
n) = Et

(E0,E1, πψ1), (E1,E2, πψ2), . . . , (Et−1,Et , πψt )
(s1, pk1, πs1), . . . , (st , pkt , πst )

Re-encryption mixnets are more flexible and efficient than
homomorphic tallying
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Cast-As-Intended Verifiability
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Cast-as-Intended Verification

Attack 4: Dishonest voting computer encrypts v ′ 6= v

This attack can be detected, if a personalized code sheet with
different verification codes for each voting option is generated
for every voter

Candidates
Asterix
Obelix
Idefix
Miraculix
Majestix
Verleihnix

Codes
74494
84443
91123
63382
85921
79174

Code Sheet Nr.291

Candidates
Asterix
Obelix
Idefix
Miraculix
Majestix
Verleihnix

Codes
21344
29173
91123
72282
18194
53382

Code Sheet Nr.321
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Cast-as-Intended Verification

After submitting a vote, corresponding verification codes are
displayed

Candidate: Majestix
    Sheet: 291

Submit Vote

Check your 
verification code!

Code: 85921

Matching codes imply that the vote has been cast as intended

Otherwise, voters are instructed to vote by postal mail
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Cast-as-Intended Verification

Detectable malware attacks (or software bugs)

Manipulated votes 3
Suppressed votes 3
Manipulated verification codes 3
Suppressed verification codes 3

Unsolved malware attacks

Secrecy of vote 7
Social engineering attack: “Please enter verification code” 7
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Berne University of Applied Sciences | Berner Fachhochschule | Haute école spécialisée bernoise 36
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Oblivious Transfer

Security properties of transmitting verification codes

The voting server does not learn the voter’s selections
The voting client does not learn codes different from the
voter’s selections

In cryptography, this is called an oblivious transfer (OT)
problem between a sender and a receiver

The sender has n messages m = (m1, . . . ,mn), mi ∈ {0, 1}`
The receiver selects k indices s = (s1, . . . , sk), si ∈ {1, . . . , n}
Executing the protocol reveals ms = (ms1 , . . . ,msk ) to the
receiver

Properties of OT protocols

Receiver privacy: the sender learns nothing about s
Sender privacy: the receiver learns nothing more than ms
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OT-Protocol by Chu and Tzeng

Receiver Sender
selects s = (s1, . . . , sk) knows m = (m1, . . . ,mn)

for j = 1, . . . , k
– pick random rj ∈R Zq

– compute aj = Γ(sj) · g rj

a=(a1,...,ak )
−−−−−−−−−−−−−−→ pick random r ∈R Zq

for j = 1, . . . , k
– compute bj = arj
for i = 1, . . . , n
– compute ki = H(Γ(i)r )
– compute ci = mi ⊕ ki
compute d = g r

for j = 1, . . . , k

b=(b1,...,bk )
c=(c1,...,cn)

d←−−−−−−−−−−−−−−
– compute kj = H(bj · d−rj )
– compute msj = csj ⊕ kj
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Conclusion
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CHVote Protocol Specification

Publicly available at https://eprint.iacr.org/2017/325

Version 1.0 published on April 20, 2017
Version 3.0 (to be released very soon)

Self-contained and comprehensive document (∼200 pages)

Description of election use cases
Mathematical and cryptographic background
Details of encoding and hashing algorithms
Adversary and trust assumptions
Cryptographic and election parameters
Recommendations for group sizes, key lengths, code lengths

About 80 pseudo-code algorithms
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Conclusion

Verifiability is central to making e-voting secure

Many cryptographic protocols exist in scientific literature, e.g.
based on homomorphic tallying or re-encryption mixnets

Challenges and open problems

Complexity of cryptographic protocols
Cryptography in web browser (JavaScript)
Vote secrecy on insecure platform
Vote buying and coercion
Everlasting privacy
Usability and “voter education”
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