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Motivation 1: CHVote Vote Casting

compute b, C, d
<latexit sha1_base64="H3efycxPiWdM0t0ShEiFOePkB8g=">AAACFnicbVDLSgMxFM3UV62vUZdugm3BRSkz3SiuCt24rGAf0A4lk2ba0CQzJBlhGPoF/oC/4VbBnbh1q19jph1QWw8Ezj33XnLP8SNGlXacT6uwsbm1vVPcLe3tHxwe2ccnXRXGEpMODlko+z5ShFFBOppqRvqRJIj7jPT8WSvr9+6JVDQUdzqJiMfRRNCAYqSNNLKrOORRrAmsDDnSUz9I/Xml9lO1smo8sstO3VkArhM3J2WQoz2yv4bjEMecCI0ZUmrgOpGuqSBAnLLES5HUFDMyLw1jRSKEZ2hCBoYKxIny0oWvOawaZQyDUJonNFyovzdSxJVKuG8ms3PVai8T/+sNYh1ceSkVmXOBlx8FMYM6hFlIcEwlwZolhiAsqbkV4imSCGsTpQnDXbW+TrqNumv4baPcvM5jKYIzcA4ugAsuQRPcgDboAAwewBN4Bi/Wo/VqvVnvy9GCle+cgj+wPr4BcmWemg==</latexit><latexit sha1_base64="H3efycxPiWdM0t0ShEiFOePkB8g=">AAACFnicbVDLSgMxFM3UV62vUZdugm3BRSkz3SiuCt24rGAf0A4lk2ba0CQzJBlhGPoF/oC/4VbBnbh1q19jph1QWw8Ezj33XnLP8SNGlXacT6uwsbm1vVPcLe3tHxwe2ccnXRXGEpMODlko+z5ShFFBOppqRvqRJIj7jPT8WSvr9+6JVDQUdzqJiMfRRNCAYqSNNLKrOORRrAmsDDnSUz9I/Xml9lO1smo8sstO3VkArhM3J2WQoz2yv4bjEMecCI0ZUmrgOpGuqSBAnLLES5HUFDMyLw1jRSKEZ2hCBoYKxIny0oWvOawaZQyDUJonNFyovzdSxJVKuG8ms3PVai8T/+sNYh1ceSkVmXOBlx8FMYM6hFlIcEwlwZolhiAsqbkV4imSCGsTpQnDXbW+TrqNumv4baPcvM5jKYIzcA4ugAsuQRPcgDboAAwewBN4Bi/Wo/VqvVnvy9GCle+cgj+wPr4BcmWemg==</latexit><latexit sha1_base64="H3efycxPiWdM0t0ShEiFOePkB8g=">AAACFnicbVDLSgMxFM3UV62vUZdugm3BRSkz3SiuCt24rGAf0A4lk2ba0CQzJBlhGPoF/oC/4VbBnbh1q19jph1QWw8Ezj33XnLP8SNGlXacT6uwsbm1vVPcLe3tHxwe2ccnXRXGEpMODlko+z5ShFFBOppqRvqRJIj7jPT8WSvr9+6JVDQUdzqJiMfRRNCAYqSNNLKrOORRrAmsDDnSUz9I/Xml9lO1smo8sstO3VkArhM3J2WQoz2yv4bjEMecCI0ZUmrgOpGuqSBAnLLES5HUFDMyLw1jRSKEZ2hCBoYKxIny0oWvOawaZQyDUJonNFyovzdSxJVKuG8ms3PVai8T/+sNYh1ceSkVmXOBlx8FMYM6hFlIcEwlwZolhiAsqbkV4imSCGsTpQnDXbW+TrqNumv4baPcvM5jKYIzcA4ugAsuQRPcgDboAAwewBN4Bi/Wo/VqvVnvy9GCle+cgj+wPr4BcmWemg==</latexit><latexit sha1_base64="H3efycxPiWdM0t0ShEiFOePkB8g=">AAACFnicbVDLSgMxFM3UV62vUZdugm3BRSkz3SiuCt24rGAf0A4lk2ba0CQzJBlhGPoF/oC/4VbBnbh1q19jph1QWw8Ezj33XnLP8SNGlXacT6uwsbm1vVPcLe3tHxwe2ccnXRXGEpMODlko+z5ShFFBOppqRvqRJIj7jPT8WSvr9+6JVDQUdzqJiMfRRNCAYqSNNLKrOORRrAmsDDnSUz9I/Xml9lO1smo8sstO3VkArhM3J2WQoz2yv4bjEMecCI0ZUmrgOpGuqSBAnLLES5HUFDMyLw1jRSKEZ2hCBoYKxIny0oWvOawaZQyDUJonNFyovzdSxJVKuG8ms3PVai8T/+sNYh1ceSkVmXOBlx8FMYM6hFlIcEwlwZolhiAsqbkV4imSCGsTpQnDXbW+TrqNumv4baPcvM5jKYIzcA4ugAsuQRPcgDboAAwewBN4Bi/Wo/VqvVnvy9GCle+cgj+wPr4BcmWemg==</latexit>

For k ≤ 150 and s = 4, we get up to k · (s + 2) = 900 modexps
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<latexit sha1_base64="xsd/nW7OLMcXWvUM2MMCB6yK9hM=">AAAB8nicbZDLSgMxFIbP1Futt6pLN8EiuJAyI4IiiAU3LivaC7RDyaSZNjTJDElGGIY+glsFd9KtD+FbiD6N6WWhrT8EPv5zDufkD2LOtHHdLye3tLyyupZfL2xsbm3vFHf36jpKFKE1EvFINQOsKWeS1gwznDZjRbEIOG0Eg5txvfFIlWaRfDBpTH2Be5KFjGBjrXt9ddYpltyyOxFaBG8GpeuP0SdYVTvF73Y3Iomg0hCOtW55bmxOdBhiwXjqZ1gZRjgdFtqJpjEmA9yjLYsSC6r9bHLzEB1Zp4vCSNknDZq4vycyLLRORWA7BTZ9PV8bm//VWokJL/yMyTgxVJLpojDhyERoHADqMkWJ4akFTBSztyLSxwoTY2OyYXjzX1+E+mnZs3znliqXMFUeDuAQjsGDc6jALVShBgR68ATP8OIY59V5c0bT1pwzm9mHP3LefwACQZOW</latexit><latexit sha1_base64="9n4Ffwn/G63tUBuC3q7OiRM3ZLE=">AAAB8nicbZDLSgMxFIbP1Futt6pLN8EiuJAyI4IiFAtuXFa0F2iHkkkzbWiSGZKMMJQ+glsFd1KXPoRvIfo0ppeFtv4Q+PjPOZyTP4g508Z1v5zM0vLK6lp2PbexubW9k9/dq+koUYRWScQj1QiwppxJWjXMcNqIFcUi4LQe9K/H9foDVZpF8t6kMfUF7koWMoKNte506aydL7hFdyK0CN4MClcfo89cKX6rtPPfrU5EEkGlIRxr3fTc2JzoMMSC8dQfYGUY4XSYayWaxpj0cZc2LUosqPYHk5uH6Mg6HRRGyj5p0MT9PTHAQutUBLZTYNPT87Wx+V+tmZjwwh8wGSeGSjJdFCYcmQiNA0AdpigxPLWAiWL2VkR6WGFibEw2DG/+64tQOy16lm/dQvkSpsrCARzCMXhwDmW4gQpUgUAXHuEJnh3jvDivzmjamnFmM/vwR877D9xnlPE=</latexit><latexit sha1_base64="9n4Ffwn/G63tUBuC3q7OiRM3ZLE=">AAAB8nicbZDLSgMxFIbP1Futt6pLN8EiuJAyI4IiFAtuXFa0F2iHkkkzbWiSGZKMMJQ+glsFd1KXPoRvIfo0ppeFtv4Q+PjPOZyTP4g508Z1v5zM0vLK6lp2PbexubW9k9/dq+koUYRWScQj1QiwppxJWjXMcNqIFcUi4LQe9K/H9foDVZpF8t6kMfUF7koWMoKNte506aydL7hFdyK0CN4MClcfo89cKX6rtPPfrU5EEkGlIRxr3fTc2JzoMMSC8dQfYGUY4XSYayWaxpj0cZc2LUosqPYHk5uH6Mg6HRRGyj5p0MT9PTHAQutUBLZTYNPT87Wx+V+tmZjwwh8wGSeGSjJdFCYcmQiNA0AdpigxPLWAiWL2VkR6WGFibEw2DG/+64tQOy16lm/dQvkSpsrCARzCMXhwDmW4gQpUgUAXHuEJnh3jvDivzmjamnFmM/vwR877D9xnlPE=</latexit><latexit sha1_base64="GC5OJoFir4iAZwR1EXSf7Ge4jSA=">AAAB8nicbZBNS8NAEIYn9avWr6pHL4tF8CAlEUERhIIXjxXtB7ShbLabdulmE3YnQgn9CV4VvIlX/5D+GrdtDtr6wsLDOzPM7BskUhh03S+nsLK6tr5R3Cxtbe/s7pX3D5omTjXjDRbLWLcDargUijdQoOTtRHMaBZK3gtHttN564tqIWD3iOOF+RAdKhIJRtNaDubnolStu1Z2JLIOXQwVy1Xvl724/ZmnEFTJJjel4boJnJgxpJOTYz6hGwSSflLqp4QllIzrgHYuKRtz42ezmCTmxTp+EsbZPIZm5vycyGhkzjgLbGVEcmsXa1Pyv1kkxvPIzoZIUuWLzRWEqCcZkGgDpC80ZyrEFyrSwtxI2pJoytDHZMLzFry9D87zqWb53K7XrPJYiHMExnIIHl1CDO6hDAxgM4Ble4NVB5815dz7mrQUnnzmEP3I+fwCWTJEd</latexit>

For k ≤ 150 and s = 4, we get up to k · (s + 2) = 900 modexps
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Motivation 2: Verify Shuffle Proof

For N ≈ 106 and s = 4, we get up to 9Ns = 36 · 106 modexps
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Research Questions

Let |p| = 2048 or higher

Can 900 modexps be computed in the web browser?

In less than 60 seconds
On all platforms (including mobile phones)
Reasonably up-to-date web browser

Can 36 · 106 modexps be computed on a notebook computer?

In less than 2 hours
On a high-end notebook
Using fastest native code libraries
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Computing Modular Exponentiations

Prime-order subgroup Gq ⊂ Z∗
p of integers modulo p = kq + 1

|p| ≤ 2048
224 ≤ |q| < 2048

Single modular exponentiation (modexp):

z = Exp(b, e, p) = be mod p

for base b ∈ Gq and exponent e ∈ Zq

Multiple modular exponentiations:

z = MultExp(b, e, p) = (Exp(b1, e1, p), . . . ,Exp(bN , eN , p))

for b = (b1, . . . , bN), e = (e1, . . . , eN), z = (z1, . . . , zN)
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Possible Speedups

Secure outsourcing protocols (see paper at Voting’18)

Precomputations (e.g. upper part of OT protocol)

Parallelism

Client: multi-core CPU (JS web worker)
Server: multi-core CPU, multiple CPUs

Compute (r , g r ) ∈R (Zq ×Gq) instead of r ∈R Zq and z = g r

Short exponents

Small subgroup (e.g. |q| = 224 for |p| = 2048)
Replace DL by DLSE (e.g. |e| = 224 for |q| = 2047)

Elliptic curves

Special-purpose algorithms: fixed-base, fixed-exponent,
product exponentiation
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Special Cases

z = MultExp(b, e, p)
<latexit sha1_base64="T53FFlfC7zFIgiiNXRTtK79+0tA=">AAACE3icbVDNSsNAGPxS/2r9q3r0slgEhVISFfQiFkTwIlSwtmBL2aybdukmWbJfxBryGF58FS8iHlTwAXwLH8FtWg/+zGmY+XaZGVdJodG2P6zcxOTU9Ex+tjA3v7C4VFxeudBhHDFeZ6EMo6ZLNZci4HUUKHlTRZz6ruQNt3809BvXPNIiDM5xoHjbp91AeIJRNFKnuNvyKfZcL7lNDzKqveQ0lnh8o9LNb89Ny9+Up2W11SmW7IqdgfwlzpiUDj8hQ61TfGldhSz2eYBMUq0vHVthO3FNUB6lhVasuaKsT7s8ob7WA99NyUaW5rc3FP/zLmP09tuJCFSMPGDmxHheLAmGZNibXImIM5QDQyiLBApGWI9GlKFZp9AaRUHuK0nNB/RadLOFhllCqY2OA0JIwVR3fhf9Sy62K85OxT7bLVXLow0gD2uwDpvgwB5U4QRqUAcG9/AIr/Bm3VkP1pP1PDrNWeM3q/AD1vsXbbugfQ==</latexit>

General
Multi-Exponentiation
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Special Cases

z = MultExp(b, e, p)
<latexit sha1_base64="T53FFlfC7zFIgiiNXRTtK79+0tA=">AAACE3icbVDNSsNAGPxS/2r9q3r0slgEhVISFfQiFkTwIlSwtmBL2aybdukmWbJfxBryGF58FS8iHlTwAXwLH8FtWg/+zGmY+XaZGVdJodG2P6zcxOTU9Ex+tjA3v7C4VFxeudBhHDFeZ6EMo6ZLNZci4HUUKHlTRZz6ruQNt3809BvXPNIiDM5xoHjbp91AeIJRNFKnuNvyKfZcL7lNDzKqveQ0lnh8o9LNb89Ny9+Up2W11SmW7IqdgfwlzpiUDj8hQ61TfGldhSz2eYBMUq0vHVthO3FNUB6lhVasuaKsT7s8ob7WA99NyUaW5rc3FP/zLmP09tuJCFSMPGDmxHheLAmGZNibXImIM5QDQyiLBApGWI9GlKFZp9AaRUHuK0nNB/RadLOFhllCqY2OA0JIwVR3fhf9Sy62K85OxT7bLVXLow0gD2uwDpvgwB5U4QRqUAcG9/AIr/Bm3VkP1pP1PDrNWeM3q/AD1vsXbbugfQ==</latexit>

General
Multi-Exponentiation

z = MultExp(b, e, p)
<latexit sha1_base64="F7jc3QP57vJ2J5M/NYSl+7F6yLY=">AAACCnicbVDNSsNAGPxS/+tf1aOXxSJULCVRQS+iIIIXQcG2QlvKZt20i5tkyX4Ra8gbePFVvIh4UfDgK/gWPoLbVA+2zmmY+XaZGVdJodG2P63c2PjE5NT0TH52bn5hsbC0XNNhHDFeZaEMo0uXai5FwKsoUPJLFXHqu5LX3eujvl+/4ZEWYXCBPcVbPu0EwhOMopHahc2mT7Hresldup9R7SWnscTjW5WW3PKvy9Oy2mgXinbFzkBGifNDigdfkOGsXfhoXoUs9nmATFKtG46tsJW4Jh+P0nwz1lxRdk07PKG+1j3fTcl6FmLY64v/eY0Yvb1WIgIVIw+YOTGeF0uCIenXJVci4gxlzxDKIoGCEdalEWVoRsk3B1GQ+0pS8wG9EZ1smH6WUGqjY48QkjfVneGio6S2VXG2K/b5TvGwPNgApmEV1qAEDuzCIZzAGVSBwQM8wSu8WffWo/VsvQxOc9bPmxX4A+v9G95WnF0=</latexit>

b = (b, . . . , b)
<latexit sha1_base64="7/wmM/a3KV7+ke59ZSrlw5kYkKc=">AAAB9nicbVBLSgNBFHwTfzH+oi5cuGkMQoQQZlTQjRhw4zKC+UAmhO5OT9Kk58P0m2AIuYobETcKHsMreAuPYE+SjYm1Kqpe96t6LFJSo21/W5mV1bX1jexmbmt7Z3cvv39Q12ESc1HjoQrjJqNaKBmIGkpUohnFgvpMiQYb3KV+YyhiLcPgEUeRaPu0F0hPcopG6uSPXJ9in3ljNrkpspKruiHqEjvr5At22Z6CLBNnTgq3PzBFtZP/crshT3wRIFdU65ZjR9geM5NFxJOcm2gRUT6gPTGmvtYjn03IabpbL3qp+J/XStC7bo9lECUoAm5GjOclimBI0mqkK2PBUY0MoTyWKDnhfRpTjuYAOXcWBYUfKWo+oEPZmx4hzRIqbXQcEUJyprqzWHSZ1M/LzkXZfrgsVEqzG0AWjuEEiuDAFVTgHqpQAw4TeIF3+LCerGfr1XqbjWas+ZtD+APr8xdtupMg</latexit>

Fixed-Base
Exponentiation
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Special Cases

z = MultExp(b, e, p)
<latexit sha1_base64="T53FFlfC7zFIgiiNXRTtK79+0tA=">AAACE3icbVDNSsNAGPxS/2r9q3r0slgEhVISFfQiFkTwIlSwtmBL2aybdukmWbJfxBryGF58FS8iHlTwAXwLH8FtWg/+zGmY+XaZGVdJodG2P6zcxOTU9Ex+tjA3v7C4VFxeudBhHDFeZ6EMo6ZLNZci4HUUKHlTRZz6ruQNt3809BvXPNIiDM5xoHjbp91AeIJRNFKnuNvyKfZcL7lNDzKqveQ0lnh8o9LNb89Ny9+Up2W11SmW7IqdgfwlzpiUDj8hQ61TfGldhSz2eYBMUq0vHVthO3FNUB6lhVasuaKsT7s8ob7WA99NyUaW5rc3FP/zLmP09tuJCFSMPGDmxHheLAmGZNibXImIM5QDQyiLBApGWI9GlKFZp9AaRUHuK0nNB/RadLOFhllCqY2OA0JIwVR3fhf9Sy62K85OxT7bLVXLow0gD2uwDpvgwB5U4QRqUAcG9/AIr/Bm3VkP1pP1PDrNWeM3q/AD1vsXbbugfQ==</latexit>

General
Multi-Exponentiation

z = MultExp(b, e, p)
<latexit sha1_base64="F7jc3QP57vJ2J5M/NYSl+7F6yLY=">AAACCnicbVDNSsNAGPxS/+tf1aOXxSJULCVRQS+iIIIXQcG2QlvKZt20i5tkyX4Ra8gbePFVvIh4UfDgK/gWPoLbVA+2zmmY+XaZGVdJodG2P63c2PjE5NT0TH52bn5hsbC0XNNhHDFeZaEMo0uXai5FwKsoUPJLFXHqu5LX3eujvl+/4ZEWYXCBPcVbPu0EwhOMopHahc2mT7Hresldup9R7SWnscTjW5WW3PKvy9Oy2mgXinbFzkBGifNDigdfkOGsXfhoXoUs9nmATFKtG46tsJW4Jh+P0nwz1lxRdk07PKG+1j3fTcl6FmLY64v/eY0Yvb1WIgIVIw+YOTGeF0uCIenXJVci4gxlzxDKIoGCEdalEWVoRsk3B1GQ+0pS8wG9EZ1smH6WUGqjY48QkjfVneGio6S2VXG2K/b5TvGwPNgApmEV1qAEDuzCIZzAGVSBwQM8wSu8WffWo/VsvQxOc9bPmxX4A+v9G95WnF0=</latexit>

b = (b, . . . , b)
<latexit sha1_base64="7/wmM/a3KV7+ke59ZSrlw5kYkKc=">AAAB9nicbVBLSgNBFHwTfzH+oi5cuGkMQoQQZlTQjRhw4zKC+UAmhO5OT9Kk58P0m2AIuYobETcKHsMreAuPYE+SjYm1Kqpe96t6LFJSo21/W5mV1bX1jexmbmt7Z3cvv39Q12ESc1HjoQrjJqNaKBmIGkpUohnFgvpMiQYb3KV+YyhiLcPgEUeRaPu0F0hPcopG6uSPXJ9in3ljNrkpspKruiHqEjvr5At22Z6CLBNnTgq3PzBFtZP/crshT3wRIFdU65ZjR9geM5NFxJOcm2gRUT6gPTGmvtYjn03IabpbL3qp+J/XStC7bo9lECUoAm5GjOclimBI0mqkK2PBUY0MoTyWKDnhfRpTjuYAOXcWBYUfKWo+oEPZmx4hzRIqbXQcEUJyprqzWHSZ1M/LzkXZfrgsVEqzG0AWjuEEiuDAFVTgHqpQAw4TeIF3+LCerGfr1XqbjWas+ZtD+APr8xdtupMg</latexit>

Fixed-Base
Exponentiation

z = MultExp(b, e, p)
<latexit sha1_base64="Q+37QjZJMcPWHDxsK73QAr0QBbk=">AAACCnicbVDNSsNAGPxS/+tf1aOXxSJULCVRQS+iIIIXQcG2QlvKZt20i5tkyX4Ra8gbePFVvIh4UfDgK/gWPoLbVA+2zmmY+XaZGVdJodG2P63c2PjE5NT0TH52bn5hsbC0XNNhHDFeZaEMo0uXai5FwKsoUPJLFXHqu5LX3eujvl+/4ZEWYXCBPcVbPu0EwhOMopHahc2mT7Hresldup9R7SWnscTjW5WWfj03LfOy2mgXinbFzkBGifNDigdfkOGsXfhoXoUs9nmATFKtG46tsJW4Jh+P0nwz1lxRdk07PKG+1j3fTcl6FmLY64v/eY0Yvb1WIgIVIw+YOTGeF0uCIenXJVci4gxlzxDKIoGCEdalEWVoRsk3B1GQ+0pS8wG9EZ1smH6WUGqjY48QkjfVneGio6S2VXG2K/b5TvGwPNgApmEV1qAEDuzCIZzAGVSBwQM8wSu8WffWo/VsvQxOc9bPmxX4A+v9G+DhnF0=</latexit>

e = (e, . . . , e)
<latexit sha1_base64="PFGwMjhI1qxMSzsrQ6SIn5DYRl4=">AAAB9nicbVDLSgNBEOz1GeMr6sGDl8EgRAhhVwW9iAEvHiOYB2RDmJ10ksHZBzu9wRDyK15EvCj4Gf6Cf+EnOJvkYmKdiqqe6ar2IiU12fa3tbS8srq2ntnIbm5t7+zm9vZrOkxigVURqjBueFyjkgFWSZLCRhQj9z2Fde/xNvXrA4y1DIMHGkbY8nkvkF0pOBmpnTt0fU59rzvC8XUBi67qhKSLeNrO5e2SPQFbJM6M5G9+YIJKO/fldkKR+BiQUFzrpmNH1Bp5JgvG46ybaIy4eOQ9HHFf66HvjdlJulvPe6n4n9dMqHvVGskgSggDYUaM100Uo5Cl1VhHxihIDQ3hIpYkBRN9HnNB5gBZdxqF0I8UNx/wgexNjpBmCZU2Og0ZY1lT3ZkvukhqZyXnvGTfX+TLxekNIANHcAwFcOASynAHFaiCgDG8wDt8WE/Ws/VqvU1Hl6zZmwP4A+vzF3tPkyk=</latexit>

Fixed-Exponent
Exponentiation
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Special Cases

z = MultExp(b, e, p)
<latexit sha1_base64="T53FFlfC7zFIgiiNXRTtK79+0tA=">AAACE3icbVDNSsNAGPxS/2r9q3r0slgEhVISFfQiFkTwIlSwtmBL2aybdukmWbJfxBryGF58FS8iHlTwAXwLH8FtWg/+zGmY+XaZGVdJodG2P6zcxOTU9Ex+tjA3v7C4VFxeudBhHDFeZ6EMo6ZLNZci4HUUKHlTRZz6ruQNt3809BvXPNIiDM5xoHjbp91AeIJRNFKnuNvyKfZcL7lNDzKqveQ0lnh8o9LNb89Ny9+Up2W11SmW7IqdgfwlzpiUDj8hQ61TfGldhSz2eYBMUq0vHVthO3FNUB6lhVasuaKsT7s8ob7WA99NyUaW5rc3FP/zLmP09tuJCFSMPGDmxHheLAmGZNibXImIM5QDQyiLBApGWI9GlKFZp9AaRUHuK0nNB/RadLOFhllCqY2OA0JIwVR3fhf9Sy62K85OxT7bLVXLow0gD2uwDpvgwB5U4QRqUAcG9/AIr/Bm3VkP1pP1PDrNWeM3q/AD1vsXbbugfQ==</latexit>

General
Multi-Exponentiation

z = MultExp(b, e, p)
<latexit sha1_base64="F7jc3QP57vJ2J5M/NYSl+7F6yLY=">AAACCnicbVDNSsNAGPxS/+tf1aOXxSJULCVRQS+iIIIXQcG2QlvKZt20i5tkyX4Ra8gbePFVvIh4UfDgK/gWPoLbVA+2zmmY+XaZGVdJodG2P63c2PjE5NT0TH52bn5hsbC0XNNhHDFeZaEMo0uXai5FwKsoUPJLFXHqu5LX3eujvl+/4ZEWYXCBPcVbPu0EwhOMopHahc2mT7Hresldup9R7SWnscTjW5WW3PKvy9Oy2mgXinbFzkBGifNDigdfkOGsXfhoXoUs9nmATFKtG46tsJW4Jh+P0nwz1lxRdk07PKG+1j3fTcl6FmLY64v/eY0Yvb1WIgIVIw+YOTGeF0uCIenXJVci4gxlzxDKIoGCEdalEWVoRsk3B1GQ+0pS8wG9EZ1smH6WUGqjY48QkjfVneGio6S2VXG2K/b5TvGwPNgApmEV1qAEDuzCIZzAGVSBwQM8wSu8WffWo/VsvQxOc9bPmxX4A+v9G95WnF0=</latexit>

b = (b, . . . , b)
<latexit sha1_base64="7/wmM/a3KV7+ke59ZSrlw5kYkKc=">AAAB9nicbVBLSgNBFHwTfzH+oi5cuGkMQoQQZlTQjRhw4zKC+UAmhO5OT9Kk58P0m2AIuYobETcKHsMreAuPYE+SjYm1Kqpe96t6LFJSo21/W5mV1bX1jexmbmt7Z3cvv39Q12ESc1HjoQrjJqNaKBmIGkpUohnFgvpMiQYb3KV+YyhiLcPgEUeRaPu0F0hPcopG6uSPXJ9in3ljNrkpspKruiHqEjvr5At22Z6CLBNnTgq3PzBFtZP/crshT3wRIFdU65ZjR9geM5NFxJOcm2gRUT6gPTGmvtYjn03IabpbL3qp+J/XStC7bo9lECUoAm5GjOclimBI0mqkK2PBUY0MoTyWKDnhfRpTjuYAOXcWBYUfKWo+oEPZmx4hzRIqbXQcEUJyprqzWHSZ1M/LzkXZfrgsVEqzG0AWjuEEiuDAFVTgHqpQAw4TeIF3+LCerGfr1XqbjWas+ZtD+APr8xdtupMg</latexit>

Fixed-Base
Exponentiation

z = ProdExp(b, e, p)
<latexit sha1_base64="MycZBwqJF96MPUfjoXXXt+vDFaE=">AAACCnicbVDNSgMxGPzW31r/Vj16CRZBsZRdFfQiFkTwWMH+QFtKNs3W0OxuSLLFuuwbePFVvIh4UfDgK/gWPoLpVg9a5zTMfAkz4wnOlHacD2tqemZ2bj63kF9cWl5ZtdfWayqKJaFVEvFINjysKGchrWqmOW0ISXHgcVr3+mcjvz6gUrEovNJDQdsB7oXMZwRrI3XsvduTVoD1tfKTioy65zci3ckEz0+8tPhDaVoUux274JScDGiSuN+kcPoJGSod+73VjUgc0FATjpVquo7Q7cQz+ahM861YUYFJH/doggOlhoGXou0szV9vJP7nNWPtH7cTFopY05CYE+P5MUc6QqO6qMskJZoPDcFEMs0IItdYYqLNKPnWOIqmgeDYfIAHrJcNM8oScWV0PUQI5U1192/RSVLbL7kHJefysFAujjeAHGzCFuyAC0dQhguoQBUI3MMjvMCrdWc9WE/W8/h0yvp+swG/YL19AcWUnFA=</latexit>

z =
nY

i=1

zi mod p

<latexit sha1_base64="OEhAnxwwxZPZp5Hw1yH6Tk99FgI=">AAAB+XicbVDNSgMxGPzW31r/Vr3pJVgED1J2veilUPDisYL9gW5dsmnahmY3IckW2qXgq3gR8aLgS/gKvoRP4MH052LrnIaZL2FmIsmZNp735aysrq1vbOa28ts7u3v77sFhTYtUEVolggvViLCmnCW0apjhtCEVxXHEaT3q30z8+oAqzURyb4aStmLcTViHEWysFLrHo1IglWiHGSv544cEjUIWRLFoIxm6Ba/oTYGWiT8nhbL/810GgErofgZtQdKYJoZwrHXT96RpZZGNQ9U4H6SaSkz6uEszHGs9jKMxOoux6elFbyL+5zVT07luZSyRqaEJsSfW66QcGYEm7VCbKUoMH1qCiWKGEUR6WGFi7Ab5YBbF0FhybD/AA9ad7jDJIri2uhkihPK2ur9YdJnULou+5Xd2gwuYIQcncArn4MMVlOEWKlAFAo/wDG/w7mTOk/PivM5OV5z5myP4A+fjF9cKlgI=</latexit><latexit sha1_base64="s/eEWbv2Bk7yG2yDC58pE94xH7o=">AAAB+XicbVBLSwMxGMzWV11fq94UJFgED1J2vaiHQsGLxwr2Ad26ZLNpG5rdhCRbaJeCf8WLiBcF/4R/wT/h1YsH08fF1jkNM1/CzISCUaVd99PKLS2vrK7l1+2Nza3tHWd3r6Z4KjGpYs64bIRIEUYTUtVUM9IQkqA4ZKQe9q7Hfr1PpKI8udMDQVox6iS0TTHSRgqcg2HJF5JHQUZL3ug+gcOA+mHMIygCp+AW3QngIvFmpFD2fr6uikfflcD58COO05gkGjOkVNNzhW5loYlD5Mj2U0UEwj3UIRmKlRrE4QiexEh31bw3Fv/zmqluX7YymohUkwSbE+O1UwY1h+N2MKKSYM0GhiAsqaYY4i6SCGuzge1Po2gSC4bMB6hPO5Mdxlk4U0bXAwihbap780UXSe286Bl+azY4A1PkwSE4BqfAAxegDG5ABVQBBg/gCbyCNyuzHq1n62V6mrNmb/bBH1jvv3Ahlz4=</latexit><latexit sha1_base64="s/eEWbv2Bk7yG2yDC58pE94xH7o=">AAAB+XicbVBLSwMxGMzWV11fq94UJFgED1J2vaiHQsGLxwr2Ad26ZLNpG5rdhCRbaJeCf8WLiBcF/4R/wT/h1YsH08fF1jkNM1/CzISCUaVd99PKLS2vrK7l1+2Nza3tHWd3r6Z4KjGpYs64bIRIEUYTUtVUM9IQkqA4ZKQe9q7Hfr1PpKI8udMDQVox6iS0TTHSRgqcg2HJF5JHQUZL3ug+gcOA+mHMIygCp+AW3QngIvFmpFD2fr6uikfflcD58COO05gkGjOkVNNzhW5loYlD5Mj2U0UEwj3UIRmKlRrE4QiexEh31bw3Fv/zmqluX7YymohUkwSbE+O1UwY1h+N2MKKSYM0GhiAsqaYY4i6SCGuzge1Po2gSC4bMB6hPO5Mdxlk4U0bXAwihbap780UXSe286Bl+azY4A1PkwSE4BqfAAxegDG5ABVQBBg/gCbyCNyuzHq1n62V6mrNmb/bBH1jvv3Ahlz4=</latexit><latexit sha1_base64="qTLB+L2blxqrA0GZMGH0rT466YM=">AAAB+XicbVDNSsNAGNz4W+Nf1JteFovgQUriRS+FghePFewPNDVsNtt26Sa77G4KaSj4Kl5EvCj4Er6Cb+OmzcXWOQ0z3y4zEwpGlXbdH2ttfWNza7uyY+/u7R8cOkfHbcVTiUkLc8ZlN0SKMJqQlqaaka6QBMUhI51wfFf4nQmRivLkUWeC9GM0TOiAYqSNFDin07ovJI+CnNa92VMCpwH1w5hHUARO1a25c8BV4pWkCko0A+fbjzhOY5JozJBSPc8Vup+HJg6RM9tPFREIj9GQ5ChWKovDGbyIkR6pZa8Q//N6qR7c9nOaiFSTBJsT4w1SBjWHRTsYUUmwZpkhCEuqKYZ4hCTC2mxg+4somsSCIfMBmtDhfIciC2fK6DqDENqmurdcdJW0r2ue4Q9utXFVjlABZ+AcXAIP3IAGuAdN0AIYPINX8AE+rdx6sd6s98XpmlW+OQF/YH39Amwqk2c=</latexit>

Product
Exponentiation

z = MultExp(b, e, p)
<latexit sha1_base64="Q+37QjZJMcPWHDxsK73QAr0QBbk=">AAACCnicbVDNSsNAGPxS/+tf1aOXxSJULCVRQS+iIIIXQcG2QlvKZt20i5tkyX4Ra8gbePFVvIh4UfDgK/gWPoLbVA+2zmmY+XaZGVdJodG2P63c2PjE5NT0TH52bn5hsbC0XNNhHDFeZaEMo0uXai5FwKsoUPJLFXHqu5LX3eujvl+/4ZEWYXCBPcVbPu0EwhOMopHahc2mT7Hresldup9R7SWnscTjW5WWfj03LfOy2mgXinbFzkBGifNDigdfkOGsXfhoXoUs9nmATFKtG46tsJW4Jh+P0nwz1lxRdk07PKG+1j3fTcl6FmLY64v/eY0Yvb1WIgIVIw+YOTGeF0uCIenXJVci4gxlzxDKIoGCEdalEWVoRsk3B1GQ+0pS8wG9EZ1smH6WUGqjY48QkjfVneGio6S2VXG2K/b5TvGwPNgApmEV1qAEDuzCIZzAGVSBwQM8wSu8WffWo/VsvQxOc9bPmxX4A+v9G+DhnF0=</latexit>

e = (e, . . . , e)
<latexit sha1_base64="PFGwMjhI1qxMSzsrQ6SIn5DYRl4=">AAAB9nicbVDLSgNBEOz1GeMr6sGDl8EgRAhhVwW9iAEvHiOYB2RDmJ10ksHZBzu9wRDyK15EvCj4Gf6Cf+EnOJvkYmKdiqqe6ar2IiU12fa3tbS8srq2ntnIbm5t7+zm9vZrOkxigVURqjBueFyjkgFWSZLCRhQj9z2Fde/xNvXrA4y1DIMHGkbY8nkvkF0pOBmpnTt0fU59rzvC8XUBi67qhKSLeNrO5e2SPQFbJM6M5G9+YIJKO/fldkKR+BiQUFzrpmNH1Bp5JgvG46ybaIy4eOQ9HHFf66HvjdlJulvPe6n4n9dMqHvVGskgSggDYUaM100Uo5Cl1VhHxihIDQ3hIpYkBRN9HnNB5gBZdxqF0I8UNx/wgexNjpBmCZU2Og0ZY1lT3ZkvukhqZyXnvGTfX+TLxekNIANHcAwFcOASynAHFaiCgDG8wDt8WE/Ws/VqvU1Hl6zZmwP4A+vzF3tPkyk=</latexit>

Fixed-Exponent
Exponentiation
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Special Cases

z = MultExp(b, e, p)
<latexit sha1_base64="T53FFlfC7zFIgiiNXRTtK79+0tA=">AAACE3icbVDNSsNAGPxS/2r9q3r0slgEhVISFfQiFkTwIlSwtmBL2aybdukmWbJfxBryGF58FS8iHlTwAXwLH8FtWg/+zGmY+XaZGVdJodG2P6zcxOTU9Ex+tjA3v7C4VFxeudBhHDFeZ6EMo6ZLNZci4HUUKHlTRZz6ruQNt3809BvXPNIiDM5xoHjbp91AeIJRNFKnuNvyKfZcL7lNDzKqveQ0lnh8o9LNb89Ny9+Up2W11SmW7IqdgfwlzpiUDj8hQ61TfGldhSz2eYBMUq0vHVthO3FNUB6lhVasuaKsT7s8ob7WA99NyUaW5rc3FP/zLmP09tuJCFSMPGDmxHheLAmGZNibXImIM5QDQyiLBApGWI9GlKFZp9AaRUHuK0nNB/RadLOFhllCqY2OA0JIwVR3fhf9Sy62K85OxT7bLVXLow0gD2uwDpvgwB5U4QRqUAcG9/AIr/Bm3VkP1pP1PDrNWeM3q/AD1vsXbbugfQ==</latexit>

General
Multi-Exponentiation

z = MultExp(b, e, p)
<latexit sha1_base64="F7jc3QP57vJ2J5M/NYSl+7F6yLY=">AAACCnicbVDNSsNAGPxS/+tf1aOXxSJULCVRQS+iIIIXQcG2QlvKZt20i5tkyX4Ra8gbePFVvIh4UfDgK/gWPoLbVA+2zmmY+XaZGVdJodG2P63c2PjE5NT0TH52bn5hsbC0XNNhHDFeZaEMo0uXai5FwKsoUPJLFXHqu5LX3eujvl+/4ZEWYXCBPcVbPu0EwhOMopHahc2mT7Hresldup9R7SWnscTjW5WW3PKvy9Oy2mgXinbFzkBGifNDigdfkOGsXfhoXoUs9nmATFKtG46tsJW4Jh+P0nwz1lxRdk07PKG+1j3fTcl6FmLY64v/eY0Yvb1WIgIVIw+YOTGeF0uCIenXJVci4gxlzxDKIoGCEdalEWVoRsk3B1GQ+0pS8wG9EZ1smH6WUGqjY48QkjfVneGio6S2VXG2K/b5TvGwPNgApmEV1qAEDuzCIZzAGVSBwQM8wSu8WffWo/VsvQxOc9bPmxX4A+v9G95WnF0=</latexit>

b = (b, . . . , b)
<latexit sha1_base64="7/wmM/a3KV7+ke59ZSrlw5kYkKc=">AAAB9nicbVBLSgNBFHwTfzH+oi5cuGkMQoQQZlTQjRhw4zKC+UAmhO5OT9Kk58P0m2AIuYobETcKHsMreAuPYE+SjYm1Kqpe96t6LFJSo21/W5mV1bX1jexmbmt7Z3cvv39Q12ESc1HjoQrjJqNaKBmIGkpUohnFgvpMiQYb3KV+YyhiLcPgEUeRaPu0F0hPcopG6uSPXJ9in3ljNrkpspKruiHqEjvr5At22Z6CLBNnTgq3PzBFtZP/crshT3wRIFdU65ZjR9geM5NFxJOcm2gRUT6gPTGmvtYjn03IabpbL3qp+J/XStC7bo9lECUoAm5GjOclimBI0mqkK2PBUY0MoTyWKDnhfRpTjuYAOXcWBYUfKWo+oEPZmx4hzRIqbXQcEUJyprqzWHSZ1M/LzkXZfrgsVEqzG0AWjuEEiuDAFVTgHqpQAw4TeIF3+LCerGfr1XqbjWas+ZtD+APr8xdtupMg</latexit>

Fixed-Base
Exponentiation

z = ProdExp(b, e, p)
<latexit sha1_base64="MycZBwqJF96MPUfjoXXXt+vDFaE=">AAACCnicbVDNSgMxGPzW31r/Vj16CRZBsZRdFfQiFkTwWMH+QFtKNs3W0OxuSLLFuuwbePFVvIh4UfDgK/gWPoLpVg9a5zTMfAkz4wnOlHacD2tqemZ2bj63kF9cWl5ZtdfWayqKJaFVEvFINjysKGchrWqmOW0ISXHgcVr3+mcjvz6gUrEovNJDQdsB7oXMZwRrI3XsvduTVoD1tfKTioy65zci3ckEz0+8tPhDaVoUux274JScDGiSuN+kcPoJGSod+73VjUgc0FATjpVquo7Q7cQz+ahM861YUYFJH/doggOlhoGXou0szV9vJP7nNWPtH7cTFopY05CYE+P5MUc6QqO6qMskJZoPDcFEMs0IItdYYqLNKPnWOIqmgeDYfIAHrJcNM8oScWV0PUQI5U1192/RSVLbL7kHJefysFAujjeAHGzCFuyAC0dQhguoQBUI3MMjvMCrdWc9WE/W8/h0yvp+swG/YL19AcWUnFA=</latexit>

z =
nY

i=1

zi mod p

<latexit sha1_base64="OEhAnxwwxZPZp5Hw1yH6Tk99FgI=">AAAB+XicbVDNSgMxGPzW31r/Vr3pJVgED1J2veilUPDisYL9gW5dsmnahmY3IckW2qXgq3gR8aLgS/gKvoRP4MH052LrnIaZL2FmIsmZNp735aysrq1vbOa28ts7u3v77sFhTYtUEVolggvViLCmnCW0apjhtCEVxXHEaT3q30z8+oAqzURyb4aStmLcTViHEWysFLrHo1IglWiHGSv544cEjUIWRLFoIxm6Ba/oTYGWiT8nhbL/810GgErofgZtQdKYJoZwrHXT96RpZZGNQ9U4H6SaSkz6uEszHGs9jKMxOoux6elFbyL+5zVT07luZSyRqaEJsSfW66QcGYEm7VCbKUoMH1qCiWKGEUR6WGFi7Ab5YBbF0FhybD/AA9ad7jDJIri2uhkihPK2ur9YdJnULou+5Xd2gwuYIQcncArn4MMVlOEWKlAFAo/wDG/w7mTOk/PivM5OV5z5myP4A+fjF9cKlgI=</latexit><latexit sha1_base64="s/eEWbv2Bk7yG2yDC58pE94xH7o=">AAAB+XicbVBLSwMxGMzWV11fq94UJFgED1J2vaiHQsGLxwr2Ad26ZLNpG5rdhCRbaJeCf8WLiBcF/4R/wT/h1YsH08fF1jkNM1/CzISCUaVd99PKLS2vrK7l1+2Nza3tHWd3r6Z4KjGpYs64bIRIEUYTUtVUM9IQkqA4ZKQe9q7Hfr1PpKI8udMDQVox6iS0TTHSRgqcg2HJF5JHQUZL3ug+gcOA+mHMIygCp+AW3QngIvFmpFD2fr6uikfflcD58COO05gkGjOkVNNzhW5loYlD5Mj2U0UEwj3UIRmKlRrE4QiexEh31bw3Fv/zmqluX7YymohUkwSbE+O1UwY1h+N2MKKSYM0GhiAsqaYY4i6SCGuzge1Po2gSC4bMB6hPO5Mdxlk4U0bXAwihbap780UXSe286Bl+azY4A1PkwSE4BqfAAxegDG5ABVQBBg/gCbyCNyuzHq1n62V6mrNmb/bBH1jvv3Ahlz4=</latexit><latexit sha1_base64="s/eEWbv2Bk7yG2yDC58pE94xH7o=">AAAB+XicbVBLSwMxGMzWV11fq94UJFgED1J2vaiHQsGLxwr2Ad26ZLNpG5rdhCRbaJeCf8WLiBcF/4R/wT/h1YsH08fF1jkNM1/CzISCUaVd99PKLS2vrK7l1+2Nza3tHWd3r6Z4KjGpYs64bIRIEUYTUtVUM9IQkqA4ZKQe9q7Hfr1PpKI8udMDQVox6iS0TTHSRgqcg2HJF5JHQUZL3ug+gcOA+mHMIygCp+AW3QngIvFmpFD2fr6uikfflcD58COO05gkGjOkVNNzhW5loYlD5Mj2U0UEwj3UIRmKlRrE4QiexEh31bw3Fv/zmqluX7YymohUkwSbE+O1UwY1h+N2MKKSYM0GhiAsqaYY4i6SCGuzge1Po2gSC4bMB6hPO5Mdxlk4U0bXAwihbap780UXSe286Bl+azY4A1PkwSE4BqfAAxegDG5ABVQBBg/gCbyCNyuzHq1n62V6mrNmb/bBH1jvv3Ahlz4=</latexit><latexit sha1_base64="qTLB+L2blxqrA0GZMGH0rT466YM=">AAAB+XicbVDNSsNAGNz4W+Nf1JteFovgQUriRS+FghePFewPNDVsNtt26Sa77G4KaSj4Kl5EvCj4Er6Cb+OmzcXWOQ0z3y4zEwpGlXbdH2ttfWNza7uyY+/u7R8cOkfHbcVTiUkLc8ZlN0SKMJqQlqaaka6QBMUhI51wfFf4nQmRivLkUWeC9GM0TOiAYqSNFDin07ovJI+CnNa92VMCpwH1w5hHUARO1a25c8BV4pWkCko0A+fbjzhOY5JozJBSPc8Vup+HJg6RM9tPFREIj9GQ5ChWKovDGbyIkR6pZa8Q//N6qR7c9nOaiFSTBJsT4w1SBjWHRTsYUUmwZpkhCEuqKYZ4hCTC2mxg+4somsSCIfMBmtDhfIciC2fK6DqDENqmurdcdJW0r2ue4Q9utXFVjlABZ+AcXAIP3IAGuAdN0AIYPINX8AE+rdx6sd6s98XpmlW+OQF/YH39Amwqk2c=</latexit>

Product
Exponentiation

z = MultExp(b, e, p)
<latexit sha1_base64="Q+37QjZJMcPWHDxsK73QAr0QBbk=">AAACCnicbVDNSsNAGPxS/+tf1aOXxSJULCVRQS+iIIIXQcG2QlvKZt20i5tkyX4Ra8gbePFVvIh4UfDgK/gWPoLbVA+2zmmY+XaZGVdJodG2P63c2PjE5NT0TH52bn5hsbC0XNNhHDFeZaEMo0uXai5FwKsoUPJLFXHqu5LX3eujvl+/4ZEWYXCBPcVbPu0EwhOMopHahc2mT7Hresldup9R7SWnscTjW5WWfj03LfOy2mgXinbFzkBGifNDigdfkOGsXfhoXoUs9nmATFKtG46tsJW4Jh+P0nwz1lxRdk07PKG+1j3fTcl6FmLY64v/eY0Yvb1WIgIVIw+YOTGeF0uCIenXJVci4gxlzxDKIoGCEdalEWVoRsk3B1GQ+0pS8wG9EZ1smH6WUGqjY48QkjfVneGio6S2VXG2K/b5TvGwPNgApmEV1qAEDuzCIZzAGVSBwQM8wSu8WffWo/VsvQxOc9bPmxX4A+v9G+DhnF0=</latexit>

e = (e, . . . , e)
<latexit sha1_base64="PFGwMjhI1qxMSzsrQ6SIn5DYRl4=">AAAB9nicbVDLSgNBEOz1GeMr6sGDl8EgRAhhVwW9iAEvHiOYB2RDmJ10ksHZBzu9wRDyK15EvCj4Gf6Cf+EnOJvkYmKdiqqe6ar2IiU12fa3tbS8srq2ntnIbm5t7+zm9vZrOkxigVURqjBueFyjkgFWSZLCRhQj9z2Fde/xNvXrA4y1DIMHGkbY8nkvkF0pOBmpnTt0fU59rzvC8XUBi67qhKSLeNrO5e2SPQFbJM6M5G9+YIJKO/fldkKR+BiQUFzrpmNH1Bp5JgvG46ybaIy4eOQ9HHFf66HvjdlJulvPe6n4n9dMqHvVGskgSggDYUaM100Uo5Cl1VhHxihIDQ3hIpYkBRN9HnNB5gBZdxqF0I8UNx/wgexNjpBmCZU2Og0ZY1lT3ZkvukhqZyXnvGTfX+TLxekNIANHcAwFcOASynAHFaiCgDG8wDt8WE/Ws/VqvU1Hl6zZmwP4A+vzF3tPkyk=</latexit>

Fixed-Exponent
Exponentiation
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Assumptions and Notation

Assumptions

Modular squaring and multiplications are equally efficient
Cost of modular multiplications is independent of |b|
Exponents are all of the same size ` = |ei | ≤ |q|

Running time of multi-exponentiation algorithm Alg

MAlg(`,N) = #modular multiplications

Average running time of algorithm Alg

M̃Alg(`,N) =
MAlg(`,N)

N

Impact factor of Alg over general-purpose algorithm Alg∗

µAlg(`,N) =
M̃Alg∗(`,N)

M̃Alg(`,N)
=

MAlg∗(`)

M̃Alg(`,N)
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General-Purpose Algorithms

Reference algorithms in Handbook of Applied Cryptography

HAC 14.79: Square-and-multiply
HAC 14.82: Basic windowing method
HAC 14.83: Improved windowing method
HAC 14.85: Sliding-window method

In HAC 14.82, 14.83, and 14.85, the exponent is decomposed
into blocks of size k bits

Mk
HAC14.83(`) < 2k−1 + ` · k + 1

k

Optimal window size kopt depends on `

Example: M7
HAC14.83(2047) = 2401
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Product Exponentiation

HAC 14.88 solves ProductExp(b, e, p) =
∏N

i=1 b
ei
i in time

exponential in N

M̃HAC14.88(`,N) <
2N + 2`

N

Best performance M̃HAC14.88(2047, 9) = 510 for N = 9

For large N, much better performance results from splitting∏N
i=1 b

ei
i into sub-products of size m and solve each

sub-product using HAC 14.88
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Algorithm 2 is approximately
45% faster than Algorithm 1
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Algorithm 2 is approximately
45% faster than Algorithm 1
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Discussion

The average running time of Algorithm 2 is

M̃m
Alg.2(`,N) <

2m + `

m
+
`

N

For large N, the optimal block size mopt depends only on `

For ` = 2047 and large N, we get

M̃9
Alg.2(2047,N) = 282 and µAlg.2(2047,N) = 8.51

We are not aware of any public description of Algorithm 2,
but it is implemented in Wikström’s GNP-MEE library
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Performance Comparison

µ⇤
Alg.1(2047, 224, N)

<latexit sha1_base64="Ao870iYCISOxxGAFUmZuzocQw+g="></latexit><latexit sha1_base64="+Dzyp8BMCozlACZYXq4WOtH3Q+U="></latexit><latexit sha1_base64="+Dzyp8BMCozlACZYXq4WOtH3Q+U="></latexit><latexit sha1_base64="aGMWwLF6hcwhQPBZn9afpKml4FA=">AAACE3icbZDLSsNAFIYnXmu9RV26CS1ClVKSUKgrqbhxJRXsBZoYJtNJO3QmCTMTIYTufQFfw62CO3HrA+jTOE270NYfBj7+cw5zzu/HlAhpml/ayura+sZmYau4vbO7t68fHHZElHCE2yiiEe/5UGBKQtyWRFLcizmGzKe464+vpvXuA+aCROGdTGPsMjgMSUAQlMry9JLDkvszL3MYlCMRZJd0WLMmk4pt1htV265Xb049vWzWzFzGMlhzKIO5Wp7+7QwilDAcSkShEH3LjGVVBAFkhKZuBrkkiOJJ0UkEjiEawyHuKwwhw8LN8qMmxolyBkYQcfVCaeTu74kMMiFS5qvOfPfF2tT8r9ZPZHDuZiSME4lDNPsoSKghI2OakDEgHCNJUwUQcaJ2NdAIcoikylGFYS2evgwdu2YpvjXLzYt5LAVwDEqgAizQAE1wDVqgDRB4BM/gBbxqT9qb9q59zFpXtPnMEfgj7fMHnkecZw==</latexit>

µ⇤
Alg.2(2047, 224, N)

<latexit sha1_base64="5akKtRHfQDJqA4YOpUeWnIYVMlU="></latexit><latexit sha1_base64="OxJMbrJaVt0YIQMsNBHK9Fa7+cA="></latexit><latexit sha1_base64="OxJMbrJaVt0YIQMsNBHK9Fa7+cA="></latexit><latexit sha1_base64="m7m5ORoe+rpk1TMkyWa6vibCaYc=">AAACE3icbZDLSsNAFIYnXmu9RV26CS1ClVKSUKgrqbhxJRXsBZoYJtNJO3QmCTMTIYTufQFfw62CO3HrA+jTOE270NYfBj7+cw5zzu/HlAhpml/ayura+sZmYau4vbO7t68fHHZElHCE2yiiEe/5UGBKQtyWRFLcizmGzKe464+vpvXuA+aCROGdTGPsMjgMSUAQlMry9JLDkvszL3MYlCMRZJd0WLMnk4pt1htV265Xb049vWzWzFzGMlhzKIO5Wp7+7QwilDAcSkShEH3LjGVVBAFkhKZuBrkkiOJJ0UkEjiEawyHuKwwhw8LN8qMmxolyBkYQcfVCaeTu74kMMiFS5qvOfPfF2tT8r9ZPZHDuZiSME4lDNPsoSKghI2OakDEgHCNJUwUQcaJ2NdAIcoikylGFYS2evgwdu2YpvjXLzYt5LAVwDEqgAizQAE1wDVqgDRB4BM/gBbxqT9qb9q59zFpXtPnMEfgj7fMHn+GcaA==</latexit>

µAlg.2(2047, N)
<latexit sha1_base64="fp9iWm4G1zQ/qK9GASSIiuXLpq4=">AAACDXicbZDLSsNAFIZPvNZ6i7rURbQIFUpJilBXUnHjSirYC7SlTKaTduhMEmYmSgkB8QV8DbcK7sStz6BP4zTtQlt/GPj4zznMOb8bMiqVbX8ZC4tLyyurmbXs+sbm1ra5s1uXQSQwqeGABaLpIkkY9UlNUcVIMxQEcZeRhju8HNcbd0RIGvi3ahSSDkd9n3oUI6WtrnnQ5lE3bnOkBtKLL1i/WEqSfMk+LReuT7pmzi7aqax5cKaQqxzeswcAqHbN73YvwBEnvsIMSdly7FAVpOchTtmoEyOhKGYkybYjSUKEh6hPWhp9xInsxOk5iXWsnZ7lBUI/X1mp+3siRlzKEXd1Z7r3bG1s/ldrRco768TUDyNFfDz5yIuYpQJrnI3Vo4JgxUYaEBZU72rhARIIK52gDsOZPX0e6qWio/lGp3IOE2VgH44gDw6UoQJXUIUaYHiEZ3iBV+PJeDPejY9J64IxndmDPzI+fwD135yk</latexit><latexit sha1_base64="Blx9VjsJgJMDDw5JxI5J47lOnaQ=">AAACDXicbZDLSgMxFIYz9VbrbdSlLkaLUKGUmSLUlVS6cSUV7AU6Q8mkmTY0yQxJRilDF7p14cp3cKvgTtz6DPo0ppeFtv4Q+PjPOeSc348okcq2v4zUwuLS8kp6NbO2vrG5ZW7v1GUYC4RrKKShaPpQYko4rimiKG5GAkPmU9zw+5VRvXGDhSQhv1aDCHsMdjkJCIJKW21z32VxO3EZVD0ZJOe0WygOh7mifVLKXx63zaxdsMey5sGZQrZ8cEsfKk931bb57XZCFDPMFaJQypZjRyovgwAyQgdeAoUiiOJhxo0ljiDqwy5uaeSQYekl43OG1pF2OlYQCv24ssbu74kEMikHzNed471nayPzv1orVsGplxAexQpzNPkoiKmlQmuUjdUhAiNFBxogEkTvaqEeFBApnaAOw5k9fR7qxYKj+UqncgYmSoM9cAhywAElUAYXoApqAIF78AxewKvxaLwZ78bHpDVlTGd2wR8Znz/cjZ4I</latexit><latexit sha1_base64="Blx9VjsJgJMDDw5JxI5J47lOnaQ=">AAACDXicbZDLSgMxFIYz9VbrbdSlLkaLUKGUmSLUlVS6cSUV7AU6Q8mkmTY0yQxJRilDF7p14cp3cKvgTtz6DPo0ppeFtv4Q+PjPOeSc348okcq2v4zUwuLS8kp6NbO2vrG5ZW7v1GUYC4RrKKShaPpQYko4rimiKG5GAkPmU9zw+5VRvXGDhSQhv1aDCHsMdjkJCIJKW21z32VxO3EZVD0ZJOe0WygOh7mifVLKXx63zaxdsMey5sGZQrZ8cEsfKk931bb57XZCFDPMFaJQypZjRyovgwAyQgdeAoUiiOJhxo0ljiDqwy5uaeSQYekl43OG1pF2OlYQCv24ssbu74kEMikHzNed471nayPzv1orVsGplxAexQpzNPkoiKmlQmuUjdUhAiNFBxogEkTvaqEeFBApnaAOw5k9fR7qxYKj+UqncgYmSoM9cAhywAElUAYXoApqAIF78AxewKvxaLwZ78bHpDVlTGd2wR8Znz/cjZ4I</latexit><latexit sha1_base64="IKv5R7hsXuBifvNHKnsswqcmXgI=">AAACDXicbZDLSsNAFIYn9VbrLepSF8EiVCglKUJdScWNK6lgL9CEMJlO2qEzSZiZCCFk4wv4Gm4V3Ilbn0Gfxmmahbb+MPDxn3OYc34vokRI0/zSSiura+sb5c3K1vbO7p6+f9ATYcwR7qKQhnzgQYEpCXBXEknxIOIYMo/ivje9ntX7D5gLEgb3Momww+A4ID5BUCrL1Y9tFrupzaCcCD+9ouNGM8tqTfO8Vb89c/Wq2TBzGctgFVAFhTqu/m2PQhQzHEhEoRBDy4xkXfg+ZIQmTgq5JIjirGLHAkcQTeEYDxUGkGHhpPk5mXGqnJHhh1y9QBq5+3sihUyIhHmqM997sTYz/6sNY+lfOCkJoljiAM0/8mNqyNCYZWOMCMdI0kQBRJyoXQ00gRwiqRJUYViLpy9Dr9mwFN+Z1fZlEUsZHIETUAMWaIE2uAEd0AUIPIJn8AJetSftTXvXPuatJa2YOQR/pH3+AIWEmuA=</latexit>

µAlg.1(2047, N)
<latexit sha1_base64="zuMrgPLdXoamtm7F8Fj779Q0cxg=">AAACDXicbZDLSsNAFIZPvNZ6i7rURbQIFUpJilBXUnHjSirYC7QlTKaTduhMEmYmSggF8QV8DbcK7sStz6BP4/Sy0NYfBj7+cw5zzu9FjEpl21/GwuLS8spqZi27vrG5tW3u7NZlGAtMajhkoWh6SBJGA1JTVDHSjARB3GOk4Q0uR/XGHRGShsGtSiLS4agXUJ9ipLTlmgdtHrtpmyPVl356wXpFZzjMl+zTcuH6xDVzdtEey5oHZwq5yuE9ewCAqmt+t7shjjkJFGZIypZjR6ogfR9xypJOioSimJFhth1LEiE8QD3S0hggTmQnHZ8ztI6107X8UOgXKGvs/p5IEZcy4Z7uHO89WxuZ/9VasfLPOikNoliRAE8+8mNmqdAaZWN1qSBYsUQDwoLqXS3cRwJhpRPUYTizp89DvVR0NN/oVM5hogzswxHkwYEyVOAKqlADDI/wDC/wajwZb8a78TFpXTCmM3vwR8bnD/RJnKM=</latexit><latexit sha1_base64="8uRuIpbYTUaumY/tgABYl1/MDOw=">AAACDXicbZDLSgMxFIYz9VbrbdSlLkaLUKGUmSLUlVS6cSUV7AU6Q8mkmTY0yQxJRilDF7p14cp3cKvgTtz6DPo0ppeFtv4Q+PjPOeSc348okcq2v4zUwuLS8kp6NbO2vrG5ZW7v1GUYC4RrKKShaPpQYko4rimiKG5GAkPmU9zw+5VRvXGDhSQhv1aDCHsMdjkJCIJKW21z32VxO3EZVD0ZJOe0W3CGw1zRPinlL4/bZtYu2GNZ8+BMIVs+uKUPlae7atv8djshihnmClEoZcuxI5WXQQAZoQMvgUIRRPEw48YSRxD1YRe3NHLIsPSS8TlD60g7HSsIhX5cWWP390QCmZQD5uvO8d6ztZH5X60Vq+DUSwiPYoU5mnwUxNRSoTXKxuoQgZGiAw0QCaJ3tVAPCoiUTlCH4cyePg/1YsHRfKVTOQMTpcEeOAQ54IASKIMLUAU1gMA9eAYv4NV4NN6Md+Nj0poypjO74I+Mzx/a954H</latexit><latexit sha1_base64="8uRuIpbYTUaumY/tgABYl1/MDOw=">AAACDXicbZDLSgMxFIYz9VbrbdSlLkaLUKGUmSLUlVS6cSUV7AU6Q8mkmTY0yQxJRilDF7p14cp3cKvgTtz6DPo0ppeFtv4Q+PjPOeSc348okcq2v4zUwuLS8kp6NbO2vrG5ZW7v1GUYC4RrKKShaPpQYko4rimiKG5GAkPmU9zw+5VRvXGDhSQhv1aDCHsMdjkJCIJKW21z32VxO3EZVD0ZJOe0W3CGw1zRPinlL4/bZtYu2GNZ8+BMIVs+uKUPlae7atv8djshihnmClEoZcuxI5WXQQAZoQMvgUIRRPEw48YSRxD1YRe3NHLIsPSS8TlD60g7HSsIhX5cWWP390QCmZQD5uvO8d6ztZH5X60Vq+DUSwiPYoU5mnwUxNRSoTXKxuoQgZGiAw0QCaJ3tVAPCoiUTlCH4cyePg/1YsHRfKVTOQMTpcEeOAQ54IASKIMLUAU1gMA9eAYv4NV4NN6Md+Nj0poypjO74I+Mzx/a954H</latexit><latexit sha1_base64="Lm0hIpmX8S6C6QE+EKbWpeQMi38=">AAACDXicbZDLSsNAFIYn9VbrLepSF8EiVCglKUJdScWNK6lgL9CEMJlO2qEzSZiZCCFk4wv4Gm4V3Ilbn0Gfxmmahbb+MPDxn3OYc34vokRI0/zSSiura+sb5c3K1vbO7p6+f9ATYcwR7qKQhnzgQYEpCXBXEknxIOIYMo/ivje9ntX7D5gLEgb3Momww+A4ID5BUCrL1Y9tFrupzaCcCD+9ouOGlWW1pnneqt+euXrVbJi5jGWwCqiCQh1X/7ZHIYoZDiSiUIihZUayLnwfMkITJ4VcEkRxVrFjgSOIpnCMhwoDyLBw0vyczDhVzsjwQ65eII3c/T2RQiZEwjzVme+9WJuZ/9WGsfQvnJQEUSxxgOYf+TE1ZGjMsjFGhGMkaaIAIk7UrgaaQA6RVAmqMKzF05eh12xYiu/MavuyiKUMjsAJqAELtEAb3IAO6AIEHsEzeAGv2pP2pr1rH/PWklbMHII/0j5/AIPumt8=</latexit>
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Fixed-Based Exponentiation

For e = (Et−1 · · ·E1E0)B written in base B = 2k , we get

Exp(b, e, p) = b
∑t−1

i=0 EiB
i

=
t−1∏

i=0

bEiB
i

=
t−1∏

i=0

(bB
i
)Ei

= ProductExp((b0, . . . , bt−1), (E0, . . . ,Et−1)), p),

for bi = bB
i

If b is a fixed base in MultExp(b, e, p), then (b0, . . . , bt−1)
remains the same for all N modexps

Algorithm sketch:

For 0 ≤ i ≤ t − 1, pre-compute bi = bB
i

Save (b0, . . . , bt−1) for later use
For 1 ≤ i ≤ N, compute zi = bei using HAC 14.88 or Alg. 2
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PRECOMPUTATION
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Discussion

The average running time of Algorithm 3 in combination with
Algorithm 2 is

M̃k,m
Alg.3/Alg.2(`,N) <

s · 2m + `

N
+

`

m
+ k

Optimal values kopt and mopt depends on both ` and N, e.g.:

M̃19,12
Alg.3/Alg.2(2047, 1000) = 225

M̃6,17
Alg.3/Alg.2(2047, 1000000) = 120

Remark: These running times correspond exactly to the comb
algorithm by Lim & Lee (HAC 14.117)
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Performance Comparison

µAlg.3/HAC14.88(2047, N)
<latexit sha1_base64="iMnmVpy0TpnspadcW2+JFTRXuh0="></latexit><latexit sha1_base64="7OBWpvzw+KWqdOUbgRJQXTFTRLI="></latexit><latexit sha1_base64="7OBWpvzw+KWqdOUbgRJQXTFTRLI="></latexit><latexit sha1_base64="tLu+mC9o6mobjhijWjcyzHjn9lY=">AAACFnicbVDLSsNAFJ3UV62vqEs3wVKoUGpSC+3CRUs3XUkF+4AmlMl0UofOJGFmIoSQL/AH/A23Cu7ErVv9GqePhbYeGDiccy93znFDSoQ0zS8ts7G5tb2T3c3t7R8cHunHJz0RRBzhLgpowAcuFJgSH3clkRQPQo4hcynuu9PWzO8/YC5I4N/JOMQOgxOfeARBqaSRXrBZNEpsBuW98JImnZSvLtvNllUt1+tpWqyY1Vrp5mKk582yOYexTqwlyYMlOiP92x4HKGLYl4hCIYaWGcqS8DzICI2dBHJJEMVpzo4EDiGawgkeKupDhoWTzHOlRkEpY8MLuHq+NObq740EMiFi5qrJeYBVbyb+5w0j6dWdhPhhJLGPFoe8iBoyMGYlGWPCMZI0VgQiTtRfDXQPOURSVanKsFajr5NepWwpfmvmG9fLWrLgDJyDIrBADTRAG3RAFyDwCJ7BC3jVnrQ37V37WIxmtOXOKfgD7fMHRYidNw==</latexit>

µAlg.3/Alg.2(2047, N)
<latexit sha1_base64="hiXvg74IfCfFYfIIUZ6pyIiRCAg="></latexit><latexit sha1_base64="FP//PXeH/mmhDDbKSbEMjOLu7Ik="></latexit><latexit sha1_base64="FP//PXeH/mmhDDbKSbEMjOLu7Ik="></latexit><latexit sha1_base64="XD/ilLqlfjjxrMkAT0MreXH+TK4=">AAACE3icbVDLSsNAFJ3UV62vqEs3oUWoUGpShbpwUXHjSirYB7QhTKaTdujMJMxMhBK69wf8DbcK7sStH6Bf4yTtQlsPzHA4517uvcePKJHKtr+M3Mrq2vpGfrOwtb2zu2fuH7RlGAuEWyikoej6UGJKOG4poijuRgJD5lPc8cfXqd95wEKSkN+rSYRdBoecBARBpSXPLPZZ7CV9BtVIBskVHVbPTtO/Np2Wa/Z5vXJ74pklu2pnsJaJMyclMEfTM7/7gxDFDHOFKJSy59iRqsgggIzQiZtAoQiieFroxxJHEI3hEPc05ZBh6SbZUVPrWCsDKwiFflxZmfq7I4FMygnzdWW2/aKXiv95vVgFF25CeBQrzNFsUBBTS4VWmpA1IAIjRSeaQCSI3tVCIyggUjpHHYazePoyadeqjuZ3dqlxOY8lD45AEZSBA+qgAW5AE7QAAo/gGbyAV+PJeDPejY9Zac6Y9xyCPzA+fwAse5y+</latexit>

µ⇤
Alg.3/Alg.2(2047, 224, N)

<latexit sha1_base64="RfZtNLocQT1NA9MH3K6TpijpTXM="></latexit><latexit sha1_base64="0qfQ5JmKvc55onfWonhGGlhRjqk="></latexit><latexit sha1_base64="0qfQ5JmKvc55onfWonhGGlhRjqk="></latexit><latexit sha1_base64="kIOYE//o40iq4UYiG9AbKumQkaw=">AAACGXicbVDNSsNAGNzUv1r/oh69BItQpdQkFurBQ8WLJ6lgf6CtZbPdtEt3k7C7EULIK/gCvoZXBW/i1ZM+jZu0B20d2GWY+T52Z5yAEiFN80vLLS2vrK7l1wsbm1vbO/ruXkv4IUe4iXzq844DBabEw01JJMWdgGPIHIrbzuQq9dsPmAvie3cyCnCfwZFHXIKgVNJAL/VYeH8yiHsMyrFw40s6qpydpredJCXbrNbKtl0t3xwP9KJZMTMYi8SakSKYoTHQv3tDH4UMexJRKETXMgNZFq4LGaFRP4ZcEkRxUuiFAgcQTeAIdxX1IMOiH2fREuNIKUPD9bk6njQy9fdGDJkQEXPUZJZg3kvF/7xuKN3zfky8IJTYQ9OH3JAa0jfSnowh4RhJGikCESfqrwYaQw6RVG2qMqz56IukZVcsxW/NYv1iVkseHIBDUAIWqIE6uAYN0AQIPIJn8AJetSftTXvXPqajOW22sw/+QPv8AVDgnkY=</latexit>

µ⇤
Alg.3/HAC14.88(2047, 224, N)

<latexit sha1_base64="Wy4lnwfEKxuqS8t6Uxhl5DIZd3Y="></latexit><latexit sha1_base64="7fdApHCbmItwEo56NEL5l9grIuo="></latexit><latexit sha1_base64="7fdApHCbmItwEo56NEL5l9grIuo="></latexit><latexit sha1_base64="TI+NkOW0qekw+HdL9YEEc6FqgAc="></latexit>
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Overview of Modular Exponentiations
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Overview of Modular Exponentiations
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Existing Libraries

/ /
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Existing Libraries

/ /
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Performance of Existing Libraries
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Performance of Existing Libraries
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Conclusion

Product and fixed-base exponentiation algorithms improve the
performance by one order of magnitude

Algorithm 2 for ProductExp(b, e, p)
Algorithm 3 (with Algorithm 2) for MultExp(b, e, p)

Short-exponents improve the performance by an additional
order of magnitude

Parallelization using multi-core CPUs adds another order of
magnitude

Best libraries available:

Server: GMP with GMP-MEE
Client: VJSC
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Research Questions

Can 900 modexps be computed in the web browser?

In less than 60 seconds
On all platforms (including mobile phones)
Reasonably up-to-date web browser

YES

Can 36 · 106 modexps be computed on a notebook computer?

In less than 2 hours
On a high-end notebook
Using fastest native code libraries

YES
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