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Introduction
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Direct Democracy in Switzerland

Up to four election days per year

Elections
Mandatory referendums
Optional referendums (>50k signatures)
Popular initiatives (>100k signatures)

Three different political levels

Federal
Cantonal
Municipal

Up to 10 different election topics per election day
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E-Voting Tradition in Switzerland

Classical voting channels

Polling station
Landsgemeinde
Postal voting (since 1994, today approx. 90%)

Non-verifiable “blackbox” e-voting systems (1st generation)

Canton of Geneva (since 2003)
Canton of Zürich (Unisys, 2004–2015)
Canton of Neuchâtel (Scytl, 2005–2015)

Collaborations with 10 other cantons (since 2009)
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The introduction of verifiability is central to
the new security requirements.

3rd Vote Electronique Report
Swiss Federal Council, 2013
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Legal Ordinance on Electronic Voting

Effective since December 2013

Enhanced security requirements

End-to-end encryption
Individual verifiability (cast-as-intended, recorded-as-cast)
Universal verifiability
Distribution of trust (shared decryption key, mix-net)

Two-step expansion

Current systems: max. 10% of federal electorate
Step 1: max. 30% of federal electorate
Step 2: 100% electorate
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Cast-as-Intended Verification
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Cast-as-Intended Verification

Prior to an election, a code sheet with different verification
codes for each voting option is generated for every voter

Verification codes are different on every code sheet

Code sheets are sent to voters by postal mail

Candidates
Asterix
Obelix
Idefix
Miraculix
Majestix
Verleihnix

Codes
74494
84443
91123
63382
85921
79174

Code Sheet Nr.291

Candidates
Asterix
Obelix
Idefix
Miraculix
Majestix
Verleihnix

Codes
21344
29173
91123
72282
18194
53382

Code Sheet Nr.321
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Cast-as-Intended Verification

After submitting a vote, corresponding verification codes are
displayed

Candidate: Majestix
    Sheet: 291

Submit Vote

Check your 
verification code!

Code: 85921

Matching codes imply that the vote has been cast as intended

Otherwise, voters are instructed to vote by postal mail
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Cast-as-Intended Verification

Detectable malware attacks

Manipulated votes �
Suppressed votes �
Manipulated verification codes �
Suppressed verification codes �

Unsolved malware attacks

Secrecy of vote ×
Social engineering attack: “Please enter verification code” ×

Berne University of Applied Sciences | Berner Fachhochschule | Haute cole spcialise bernoise 13



CHVote Voting Protocol

Berne University of Applied Sciences | Berner Fachhochschule | Haute cole spcialise bernoise 14



CHVote Project

Project goals

New implementation from scratch
Reach second expansion stage in one step (100% electorate)
Developed, hosted, operated entirely by the State of Geneva

Strategy

Collaboration with academia (BFH, EPFL, LORIA, Bristol)
State-of-the-art technologies
Maximal transparency
High-quality open documentation
Open-source license (AGPL 3.0)
Invitation to public code reviewing

Scheduled to be used for Federal Council elections in 2019
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CHVote Voting Protocol

Key cryptographic ingredients

Schnorr identification scheme
Distributed generation of credentials and verification codes
Oblivious transfer of selected codes
Verifiable re-encryption mix-net
Distributed decryption with shared ElGamal private key

Trust assumptions

Honest printing authority and postal mail
At least one honest election authority (for vote integrity)
Polynomially-bounded adversary
Decisional Diffie-Hellaman problem is hard
No “family voting”, no vote buying, no coercion
No privacy attacks on voting client
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CHVote Protocol Specification

Published on April 20, 2017

Self-contained and comprehensive document (∼140 pages)

Description of election use cases
Mathematical and cryptographic background
Details of encoding and hashing algorithms
Adversary and trust assumptions
Cryptographic and election parameters
Recommendations for group sizes, key lengths, code lengths

Three main protocols: pre-election ⇒ election ⇒ post-election

About 60 pseudo-code algorithms

Scientific papers presented at E-Vote-ID’16, FC’17, FC’18
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https://github.com/republique-et-canton-de-geneve/chvote-protocol-poc
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Crypto-Algorithms in Pseudo-Code

Ideal interface between cryptographers, developers, auditors

Cryptographers can write, read, and check pseudo-code
Developers can derive real code from pseudo-code
Auditors can check if pseudo-code and real code match
Useful for security proofs

Rarely used in . . .

cryptographic literature
electronic voting protocols

Often used in standards (FIPS, RFC, PKCS, ...)
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Conclusion
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Conclusion

Verifiability is central to making e-voting secure

The CHVote is project is on the right track (transparency, free
software license, open documentation, academic partners)

The specification document is one of the most detailed and
comprehensive in the world

Proof-of-concept code exists in Java and Phyton

Suitable for GI elections?
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Challenges and Open Problems

Complexity of cryptographic protocols

Cryptography in web browser (JavaScript)

Vote secrecy on insecure platform

Vote buying and coercion

Everlasting privacy
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Links and Demo

Specification document

https://eprint.iacr.org/2017/325

Proof-of-concept implementation (Java)

https://github.com/republique-et-canton-de-geneve/chvote-
protocol-poc

Bachelor thesis by Y. Denzer and K. Häni (January 2018)

One-to-one implementation of CHVote specification
Made for educational purpose only
Demo available at https://chvote.ti.bfh.ch
Python code available at https://github.com/nextgenevoting
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