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Verifiabllity of
voting systems



 Desirable verifiability properties

e Cast as intended

» Recorded as cast

 Counted as recorded

End to End Verifiability



$Scytl Recorded as cast in voting paper

Voting Before counting

The voter can check his vote is present in the ballot box until the counting



$Scytl Recorded as cast

Innovating Democracy

How can the recorded as cast property
be provided In electronic voting?



Innovating Democracy

Bulletin Board



 Additional properties are required or desirable:
 Public anonymous read-only access to the data
* Append-only data writing by authorized parties

Bulletin Board



$Scyt| Recorded as cast in electronic voting

ReceiPt

1.The voter generates a vote and a vote receipt (derived from the vote)

2.The voter casts the vote and keeps the receipt

3.The vote receipts derived from the votes in the Ballot Box are
published in the Bulletin Board
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4.The voter can check his voting receipt is present in the Bulletin Board



« What data will be published?

* When will data be published?

* Who will publish in the Bulletin Board?

* Where will the Bulletin Board be located?

* How will data be presented?

Design questions
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§ soyt What data will be published?

d{gceif’t ﬁ“uot
Vote receipt Vote cast

* In both cases detached from voting options
(e.g. the vote must be randomly ciphered)

 Authenticity of data published guaranteed by cryptographic means
(.e. signatures of the data)
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$Scytl When will data be published?

* Immediately
* When a vote is cast the bulletin board is updated

* Periodically
* The bulletin board is updated every a certain amount of time

* Quantitatively
* The bulletin board is updated every a certain amount of votes cast
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$Scytl Who will publish in the Bulletin Board?

Innovating Democracy

* \oting system component
« Easy access to the ballot box
« May require explicit ballot box access permission
* Requires methods to deal with history changing
* Prevention: append-only access to bulletin board
 Detection: traceabllity of history changing

» External component
* Independent of the voting system domain
* Requires external read-only access to the ballot box
 Risk of system intrusion and denial of service attack
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€ scyti Where will the Bulletin Board be located?

* Voting system domain
* VVoting system operators have full control of the data published
* More susceptible to insider attacks, e.g. history modification

 Qutside voting system domain
* Voting system operators do not have full control of data published
« Can be a commodity service or a specifically created service

* Dependency with external systems

Combination of both alternatives
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Innovating Democracy

» Website
* One or multiple lists with data
» More difficult to access, easier to protect
* Interactive form to search for data
» Easier access, more difficult to protect

 Specific data service
* FTP Server
 Git Server
- etc.
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Innovating Democracy

An Implementation
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Innovating Democracy

» Online voting system for Parliamentary 2013 elections in Norway

» Characteristics
* Multi election system
* Verifiable mixing and decryption
 Provides cast as intended using return codes
 Provides recorded as cast with a Bulletin Board
» Implements Ballot Box data redundancy
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$Scytl Requirements and constraints

Requirements

 Bulletin Board for two functionalities
 To support recorded as cast verifiability
 To publish a proof of the contents of the Ballot Box

 Additional vote redundancy (two ballot boxes)

« Verification mechanism sound
* Internal components must not be able to cheat without being detected

Constraints

* The voting client cannot be trusted
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« What will be published?
* List of voting receipts as a snapshot of ballot box
« Signatures of the receipts and the list

« When will data be published?
 Periodically every a certain time period

* Who will publish in the Bulletin Board?
A voting system component

* Where will the Bulletin Board be located?
« Combined approach with an internal and an external Git repository

* How will data be presented?
* Git Hub service
* Public access to last revision through website
* Public access to the whole repository, i.e. revisions of the list

20



$Scytl Why a Git repository?

» List of receipts periodically published and stored

* Git provides
« Off-the-shelf distributed revision control of files
» Repository easy to replicate
 History of the data modifications
« Compatibility with third party repository services, e.g. GitHub

- Cons
 History is not cryptographically secure
(auditors have to keep track of revisions)
 Deltas are not supported (compression instead)
 Constrained repository and file size
» GitHub max repository: 1GB with revisions
» GitHub max file size: 50-100 MB (enough for 250.000 votes)
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Innovating Democracy
RCG DB Insert vote Return Code
(BB2) Generator
(RCG) Send vote and VCS

7y signature of receipt
Return RCG 8
signature of the vote 1y
receipt [ YV
-
I t vot i
VCS DB nsert vote VOteS;OVI:.Ctor Git Server 'cm)ee;(‘;etrgfés
Itorli
(BB1) VCS) S| (vCS) P gt
Publish list of \_ (€.g. GitHub)
) vote receipts
Vote
Git Backup
Voting Server
client (VCS)
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$Scytl Electronic voting protocol

Innovating Democracy

RCG DB | Insertvote Return Code

Generator
BB2
( ) (RCG) Send vote and VCS
y N signature of receipt
Return RCG
signature of the votef VV
receipt v
r
I :
VCS DB nsert vote VoteS g:)\)(Ia(arctor Git Server 'cm; eg‘;gtrcr)ﬁles
Itorl
(BB1) (VCS) S| (vCS) P gt
Publish list of \_ (€.g. GitHub)
) vote receipts
Vote
Git Backup
Voting Server
client (VCS)
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‘Scytl Electronic voting protocol

Innovating Democracy

Voting Vote -Verification, re-encryption
Client |:> Collector | with voter secret value,

i,

Server partial decryption,
a generation of NIZKP
* Voting receipt generation
Vote » Signing of voting receipt Return -Verification, partial

[ > Code decryption, generation of

Generator ) RCs, send RCs
a * VVoting receipt generation
\Vote Voting

« Signing voting receipt
« Store vote, receipt, and
receipt >
RCG
Verification
«Store vote, receipt, < |
and signatures

signatures

Vote, auth. token, timestamp

* \/erification <:| DB ' &, 3

* OK!

VCS timestamp

Vote receipt
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Innovating Democracy

\Vote

* \/ote receipt is unique

Authentication
Token

Timestamp
(VCS)

Vote receipt

« Vote Is randomly ciphered
« The authentication token can only be used once for a given election
 The timestamp is created at the reception of the vote

Voting receipt
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‘Scytl Electronic voting protocol

Innovating Democracy

Voting Vote -Verification, re-encryption
Client |:> Collector | with voter secret value,

i,

Server partial decryption,
a generation of NIZKP
* Voting receipt generation
Vote » Signing of voting receipt Return -Verification, partial

[ > Code decryption, generation of

Generator ) RCs, send RCs
a * VVoting receipt generation
\Vote Voting

« Signing voting receipt
« Store vote, receipt, and
receipt >
RCG
Verification
«Store vote, receipt, < |
and signatures

signatures

Vote, auth. token, timestamp

* \/erification <:| DB ' &, 3

* OK!

VCS timestamp

Vote receipt
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Innovating Democracy

RCG DB | Insertvote Return Code

Generator
BB2
( ) (RCG) Send vote and VCS
~ signature of receipt
Return RCG
signature of the votef VV
receipt v
r
I :
VCS DB nsert vote VoteS g:rovltlaerctor Git Server 'cm; eg‘;gtrcr)ﬁles
Itorl
(BB1) VCS) S| (vCS) P gt
Publish list of \_ (e.g. GitHub)
) vote receipts
Vote
Git Backup
Voting Server
client (VCS)
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Innovating Democracy

Your receipt

Receipt

APVUJYRdpScoZ5hai5asZNTJeNoeWgjtxG 3NayDesAd=

Control codes

RKO4608BIGFZFhSsLMTr+oyRI+vliif1 bC+8ooFn4R/zdR k1 Yc OpS5Ut+ovrg6V4X9Buaz
vLjBJN8XTAFS81DX012+ TqNepERGOQRKCCHIIWZY34AZ57uT ArzOXH+EIOXtBFIgGXJ9

GifR4JCIMJTgj0Z10qopDz2X TzS4CDjxb5SyXRVxi8zo T ZjfrdDIKgKVgNegmGjoeaLzbluD
E3JT2gh4e7I0AKpUX/OBYSq2ZsciIFWGESJSIRIAITDKMTIVZY Xy JzvbDazvUyl9F Tec1QK

XWZIgFOEKx+QR7153I5BWsWe H55/0e6IkOpva|LADYZ40WF CWaAY4UTEAFHF Sg==

U/0jRRJIGUG/BUISNFgN1/bTHs/Aj8tx)LDxUaxT CIhOGV4EOgpOKVNW\gOnBFVWEQYq
XXETmh/mwNiIMXB86n Ik kMaOd/L 1 3dGLETUFUNSSRsueSx1 czOb TKNaBdEIC4Spse
DTuS8bYwLjGBEoStcdisaAnYpsbUudsougd1xphatéRHChbwBoMetYymk5DLW3dRpCg
WCFTi20gLGIrszHaVppisXUhTHsNHIZXNFKoJtgo/Ou01 ZKynFrnyopFHRxFVESEOIXBLIM+
aR4RIKdjvgVCnCx8Gsz019YN19u7/dj0+NFJHYQ7 4gmSj3yBorsglJRY rShVbOK4EqQ=

E Download the receipt and control codes

Go to elections list

- Hash of vote

- RCG signature of receipt

~ VCS signature of receipt

Signatures guarantee
the vote receipt is authentic
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$Scyt| Addition of the Receipt List Generator

Innovating Democracy

RCG DB | Insertvote Return Code

Generator
BB2
( ) (RCG) Send vote and VCS
~ signature of receipt
Return RCG
signature of the votef VV
receipt v
r
I :
VCs DB | Insertvote VoteS g:)\)(Ia(arctor Git Server 'cm; eg‘;gtrcr)ﬁles
Itorl
(BB1) VCS) 5 (VCS) P ST
Publish list of \_ (e'g' Ll )
) vote receipts
Vote
Receipt List Git Backup
Generator Voting Server
client (VCS)
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Innovating Democracy

Receipt list and signature

Timestamp
Receipt_1, Sign(Receipt_1; RCG)
Receipt_2, Sign(Receipt_2; RCG)

Receipt_n, Sign(Receipt_n; RCG)

Receipt list
(bulletin_election_id.txt)

e
o
Aa
Hash VCS signature
function of the hash of the list

(bulletin_election_id.sig)

* Non incremental list of receipts periodically generated

« RCG individual receipt signatures state the votes were cast in RCG DB

« VCS signature states the votes are in VCS DB
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‘ Scytl Example of receipt list

Innovating Democracy

1369993560015

+0fvIawksgpeM8SeFeDFxxCNQzpvbCOpxmp3J607LsA=, k3gzim2Lez3CPulNwSWZylBrF/qt40bAHIYdcPPO. .. ... .. Y3FkPzd
011g8WrHSXsJf7zMgBUoaWZmy3cYR330/DKOCP82zTdY=, ZIMVvTGI9JINHAL/JIGSM5qWO8uf9gWefnx9Ygus5/98........ zBBTOKQ
OVvMQORVhoY310cQzlelrWGkl1W42AWIh3FD1VRUatFiNk=, rEut+0p01i10GuVHGrz50NBRXQtzTaZAwxwgiVgvcD. .. ... .. /YtcS5LW
1AgzfmKzHEFVTQJDKy+APDV5fZs8/b0sTPKKVpIVRBWA=, yQUHMJI6ANVWhIX fghXwwXBnFzGvufuNTGAVVIERT. .. ... .. Hf8SPXF
1DMvvRMWSDHxpun7sMBHbWpYVhaDLbDf2FAx6DiZ7Pk=, Wvk6/sx1bRtQ9/YnUr8pJMJzZPfad/8CPQHBOOLlt . ... .. .. QIMTOED
2DAABFStI01mbz04d6BIdc4glwp/3ianaH8ekMulo70=,031V1rCsCimBU1X9800dG7tICL32742bAHNu+gMK. .. ... .. JtksTWK
31BSdLD7GBt+cXsn7ghUl7yavbwTCYVBMQOBv81hdZoI=, z+UQRu4c2jAZaZhpbrkuliTrO9wEgLRB/1jShuw7........ cf2bIx/
3Bueb4drsLS2cr8A/GXJIgy+CsanSzWVk2PHirrMpUFw=, DhadL93YInoInHOF1XptZ99YFtVAHIKkURQ8dDOXY. .. .. ... 4TrgLtL
3DngRAy61FnNnTHx31iT1gp4TRIW118qwOxiGdvn3k8cI=,bCEgsTFisONYgJZQGQkqJd91v5IxT7c43ws8Ai8bX1l. .. ... .. S1iz1FG
3EViuG4AmcimFdNwWHLWEOLvpSEQaLg6ondeoUFUlexgl 0=, 1X8gg9eRSQ5kaygrz/e+KzrZPA808TIjSY36 ] 7TmEP. .. ... .. a7yM10I

* The list is sorted by alphabetical order of the receipt
 To avoid presenting the votes by time correlation

* The voter has to search her receipt in the list
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$Scytl Addition of a Git Server

Innovating Democracy

RCG DB | Insertvote Return Code

Generator
BB2
( ) (RCG) Send vote and VCS
~ signature of receipt
Return RCG
signature of the votef VV
receipt v
r
I .
VCS DB nsert vote VoteS g:)\)(Ia(arctor Git Server 'cm; eg‘;gtrcr)ﬁles
Itori
(BB1) (VCS) 5| (vCS) P gt
Publish list of \_ (e.g. GitHub)
) vote receipts
Vote
Git Backup
Voting Server
client (VCS)
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Innovating Democracy

VCS Git Repository

Pull: Last revision of repository I

I
I
I
I
I
L Fepository Last Revision
Perodic =
I
| Generate new wersion of list and signature
I
I
I
I
I
I

Push: Commit with updated list and signature

+

_—_—y_ _ _ _1_ T

Infrastructure Publication of the list

* Fault tolerant mechanism to generate and publish the list
* Only one node is selected at a time to perform the task

* Requires synchronisation with a Git repository
* Currently this is the Git Server inside one of the VCSs
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$Scyt| Retrieval of the list and/or repository

* Retrieval of the list (GitHub service or similar)
* The last revision of the list can be obtained via HTTP
* The last revision of the list and signature can be retrieved into a ZIP file
« Example of address:

https://github.com/user/repository/archive/master.zip
* Retrieval of the repository
* The whole repository can be cloned
 This includes all the list revisions (non cryptographically secure)

* Example of address:

git://github.com/user/repository.qgit
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Innovating Democracy

RCG DB | Insertvote Return Code

Generator
BB2
( ) (RCG) Send vote and VCS
~ signature of receipt
Return RCG
signature of the votef VV
receipt v
Insert vote| Vote Collect !
eS D | o Vot Colect
Itorl
(BB1) VCS) S| (vCS) P gt
Publish list of \_ (€.g. GitHub)
) vote receipts
Vote
Git Backup
, Server
Voter client
vt et e
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$Scytl Ballot Box redundancy

Innovating Democracy

 VVotes can be lost from a ballot box for several reasons
» Technical failures
 Human errors during management
* Attacks to the ballot box

* Bulletin Board allows the detection of lost votes

 Ballot Box redundancy allows the recovering of lost votes
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$Scytl Ballot Box data coherency

Innovating Democracy

 Ballot Box redundancy introduces data coherency issues

» What if a vote is only in one of the ballot boxes?
* In a perfect world the vote should be counted
* In our system in some cases the vote must not be counted

 But the voting system is distributed and subject to network errors!!!
* The vote is not atomically cast in both ballot boxes
* A vote is considered cast when the user is notified about it
 This only happens after casting the vote in VCS DB
 This happens via voting client
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$Scyt| Vote lost due to communication issue

[ voung } { VCS } { RCG

Bulletin
[ Board ] BB

« Communication failure between RCG and VCS
* In this case the vote was never confirmed to the user
 Hence the vote must not be counted
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$Scytl Vote lost due to attack or failure in the ballot box

Innovating Democracy

[ \écl’lte”r‘]? } { VCS } { RCG

Bulletin
[ Board ; BB

» Attack or technical problem
* If vote appears in Bulletin Board means it was confirmed to the user
* The vote must be counted
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‘Scytl Adjustment of coherency

Innovating Democracy

List of changes
agreed by authorities

Changes
2. applied
{g}‘ PP

Administration
Board

Ballot Box
Consistency Tool

@),

RCG Administration
Board

o

/n/

 Ballot Box Consistency Tool
» Generates a new signed Ballot Box for the cleansing
« Generates a signed report of the changes for traceability
 Everything is signed by the Administration Board
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Verifications



€ scyti Verification of the published list

Innovating Democracy

List authenticity validation

1. Extract public key of VCS from the certificate

S openssl x509 -pubkey -noout -in certificateVCS.crt > pubkeyVCS.pem

2. Perform the SHA256 of the receipts list

$ sha256sum bulletin election id.txt | grep -o '~[* ]*' | tr -d '\n' > sha.txt

3. Validate the signature of the list with the SHA256 obtained using the VCS public key

$ openssl dgst -sha256 -verify pubkeyVCS.pem -signature
bulletin election id.sig sha.txt
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€ scyti Verification of the published list

Innovating Democracy

Receipt authenticity validation

1. Extract the public key of the RCG certificate:
S openssl x509 -pubkey -noout -in certificateRCG.crt > pubkeyRCG.pem
2. Get next entry ($entry) of the list
3. Extract receipt of the entry:
$ echo $entry | awk -F',' '{print $1}' | grep -o '~[* ]1*' | tr -d '\n' > receipt.txt
4. Extract the signature of the receipt (converting it from Base64 to binary):
$ echo Sentry | awk -F',' '{print $2}' | base64 -d > receipt.sig
5. Validate the signature of the receipt:
$ openssl dgst -sha256 -verify pubkeyRCG.pem -signature receipt.sig receipt. txt

6. Goto step 2 to validate the next entry.
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Improvements
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Innovating Democracy

* Repository separated from VCS (dedicated server)

» Chaining of produced lists of receipts

* Replacement of the Git protocol for supporting deltas

» Front end service for easing usability

« Automatic crosscheck of votes and receipts in ballot box before publication

 Bulletin Board supporting different elections in different repositories
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Innovating Democracy

A Bulletin Board can be used to provide recorded as cast verifiability

* The design of a Bulletin Board is not a simple task
* A large number of design decisions have to be taken

* A complete Bulletin Board has been implemented for eVote 2013
 Design of vote receipt
 Delivery of voting receipt to the voter
« Generator of receipt lists
* Infrastructure to maintain and publish the lists
« Ballot box redundancy

* A number of improvements are proposed to following releases
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