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TrustVote: A Proposal for a Hybrid E-Voting System

Rolf Haenni, Reto Koenig, Stephan Fischli, and Eric Dubuis
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{rolf.haenni,reto.koenig, stephan.fischli,eric.dubuis}@bfh.ch

Abstract. This paper presents a hybrid e-voting system, in which a transparent
e-voting protocol is embedded in a traditional paper-based voting procedure. To
guarantee vote anonymity, the protocol itself is based on a scalable blind signa-
ture scheme with multiple authorities. An anonymous channel is used to cast the
encrypted votes onto the public board. To prevent vote buying and vote coercion,
we depart from the mainstream approach of taking additional measures to guar-
antee receipt-freeness. Instead, we propose to exploit the existence of a receipt to
allow vote revocations over the enclosing paper-based voting procedure.

1 Introduction

Governments around the world are increasingly considering the replacement of tradi-
tional paper-based voting schemes with electronic voting systems. A particular form of
such e-voting systems are those which allow voters to cast their votes over the internet,
so-called remote e-voting or i-voting systems. In this paper, we will use the general term
e-voting in a very restricted sense for remote e-voting over the internet, and with voting
we refer to elections, referenda, polls, and other forms of collective decision making.

The idea of introducing electronic means into the electoral process has generated a
lively debate, in which e-voting is viewed both a chance and a danger for democracy.
The hope of e-voting enthusiasts includes the possibility of positive effects such as
higher voter participation, improved pre-electoral opinion formation, or increased cost-
effectiveness, whereas the fears of sceptics are mostly tied to security concerns and the
resulting possibility of large-scaled frauds. The legitimacy of such security concerns
has been demonstrated by the negative e-voting experience in the Netherlands, where
all nationwide e-voting activities have been stopped in 2007 after the vulnerability of
the deployed system had been exposed in public [1].

1.1 Requirements

For an e-voting system to be secure, it has to function without vulnerabilities in po-
tentially insecure environments such as the internet. For this, it has to be implemented
according to an intrinsically secure design. Despite the complexity of designing and im-
plementing such a system, some criteria seem to be unanimously accepted as the core
security requirements for e-voting systems [2, 3]:

Accuracy: A systems is accurate if casted votes can not be altered (integrity), valid
votes can not be eliminated from the final tally (completeness), and invalid votes
are not counted in the final tally (soundness).



Democracy: A system is democratic if only authorized voters can vote (eligibility) and
eligible voters can only vote once (uniqueness).

Privacy: A system is private if no casted vote can be linked to its voter, neither by
voting authorities nor anyone else (anonymity), and no voter can prove that he or
she voted in a particular way (receipt-freeness).

Verifiability: A system is individually verifiable if voters can independently verify that
their own votes have been counted correctly in the final tally. A system is univer-
sally verifiable, if voters can independently verify that all casted votes have been
counted correctly in the final tally.

Fairness: A system is fair if no intermediate results can be obtained before the voting
period ends.

The literature on e-voting technologies offers various protocols to establish these core
requirements. Note that some requirements seem to be inherently contradictory, e.g.
individual verifiability appears to be incompatible with receipt-freeness [4, 5]. The latter
is important as a protection against vote buying and vote coercion [6].

Further requirements, which address general security properties of an implemented
system, are less specific to e-voting but still crucial for introducing remote e-voting
in practice. Examples of such general system requirements are availability, reliabil-
ity, resumability, robustness, accountability, auditability, disclosability, persistence, or
transparency [7]. Recent critical voices have particularly called for disclosability (e.g.
in form of open-source software) and transparency (e.g. by publishing casted votes on a
public board) as key issues for establishing general confidence in e-voting technologies
[8-10]. In Germany, the lack of transparency and untraceability of the deployed voting
machines has led the Federal Constitutional Court to declare their use as unconstitu-
tional [11].

Apart from the above security and system requirements, there are further desirable
properties such as convenience, flexibility, scalability, or mobility [2]. As they are di-
rectly influencing the efficiency, usability, and trustworthiness of an e-voting system,
they are indirectly affecting the security of the voting. An important requirement of that
kind is the vote-and-go property, which allows voters to cast their votes in one single
phase [12]. Further requirements, which address political, administrative, or juridical
questions, are also very important for introducing e-voting in practice, but discussing
these issues is beyond the scope of this paper.!

1.2 Related Work

One of the central technical challenges of designing an e-voting protocol is to simul-
taneously authenticate voters unequivocally while preserving the anonymity of their
votes. The design of such a protocol usually involves several strong cryptographic prim-
itives. Besides the regular application of encryption to establish confidential channels
and digital signatures to ensure the integrity and authenticity of the transmitted mes-
sages, there are at least three major design approaches for e-voting protocols: protocols

! For a detailed list of legal and operational standards as defined by the European Union, we
refer to [13, 14].



based on blind signatures [15-17], anonymous channels [18,19], and homomorphic
encryption [4,20-22]. More recent is a proposal based on linkable ring signatures [12].

Each of the above design paradigms has its own advantages and disadvantages with
respect to achieving the aforementioned security and systems requirements. What most
of the existing approaches have in common is a default distrust assumption towards all
involved parties. Therefore, the goal is to protect individual votes not only against ex-
ternal attacks by hackers or malicious software, but also against any reasonably sized
coalition of internal attackers. For this, many protocols propose the replication of po-
tential single points of failures with corresponding threshold parameters.

Another common problem of the above design paradigms is the inherent difficulty
of achieving universal verifiability and receipt-freeness. The first proposal for a receipt-
free e-voting protocol in [4] has later been disproved [22]. Quite a few receipt-free
protocols have been developed since then, but most of them are based on impracti-
cal physical assumptions, procedural constraints, or trusted third parties [22-29]. A
promising approach is the one based on linkable ring signatures [12], but since casting
a single vote requires the public keys of all potential voters, it is not suitable for large-
scale elections. There is also some theoretical research towards a better understanding
of receipt-freeness and coercion-resistance [6, 30].

Applying blind signatures to e-voting has first been proposed in [17]. In the sug-
gested protocol, known as FOO92, the voter encrypts the vote first and then requests a
blind signature from the voting authority. The blind signature ensures that the content
of the vote remains entirely disguised from the voting authority during the authoriza-
tion process. The encrypted vote together with the blind signature is then sent over an
anonymous channel to a public board. To open the votes for counting, the voter supplies
the encryption key at the end of the voting period, again over an anonymous channel.
FOOB92 has three major drawbacks. First, it contains potential single points of failure,
e.g. it allows the authority to introduce votes for voters who abstain from casting their
votes. Second, as voters need to be active in more than one phase of the protocol, it
does not provide the desired vote-and-go property. Finally, as it does not offer receipt-
freeness, it leaves the doors open for vote buying and vote coercion.

To overcome these drawbacks, many variations of the FOO92 protocol have been
suggested in the literature [2,23,31-33], and several prototype implementations have
been realized. One of the first and most-cited prototype systems is SEnsus, which has
been implemented and tested at the Washington University [34]. Similar implementa-
tions are Evox, which has been used for campus-wide elections at the MIT [35, 36],
and Voropia, which has been built for the FIFA WorldCup 2002 in Korea/Japan to se-
lect the most valuable players [37]. More recent implementations of the same type of
blind-signature based protocols are Revs [38], Seas [39], Civitas [40], and two others
with no particular name [41, 42]. The development of these systems is stimulated by
the fact that blind signature schemes are simple to understand and implement, flexible
to be adjusted to all sorts of settings, and suitable for large-scale elections.

1.3 Contribution and Overview

This paper presents a hybrid e-voting system, called TrustVote, which consists of a
paper-based and an e-voting component. The paper-based component realizes a tradi-



tional paper-based voting procedure, in which legitimate voters are supposed to phys-
ically drop their ballots into a ballot box. For this, we need to assume that a classical
paper-based voting infrastructure is available and trustworthy. Our system is thus de-
signed to be used by governments or organizations, which intend to enhance rather than
to replace the existing voting infrastructure by an e-voting system.

An important feature of the proposed hybrid system is that it allows to revoke a
previously casted electronic vote by subsequently casting an additional paper vote. This
is similar to the “re-vote” feature of the Estonian e-voting system [43,44], and it cor-
responds to the general idea of counting the “last ballot” only [6]. The revocation pro-
cedure is initiated by revealing the receipt obtained from the e-voting component to
the voting authority conducting the paper-based procedure. Our approach thus departs
from the mainstream approach of taking additional measures in the electronic voting
protocol to guarantee receipt-freeness. In contrast, we propose to exploit the receipt as
a vote revocation identifier to protect the hybrid system against vote buying and vote
coercion.

The TrustVote e-voting component is an improved protocol based on blind signa-
tures, similar to FOO92 and its successors. It defines the entities involved in the e-voting
procedure, the communication between them, the exchanged data, and the processing
of this data by each entity. With the (intended) exception of receipt-freeness, the bare
protocol guarantees all core security requirements (accuracy, democracy, anonymity, in-
dividual and universal verifiability, fairness). It furthermore provides transparency and
scalability, as well as the desired vote-and-go property. The robustness, availability, and
reliability of the protocol is increased by distributing the responsibility to multiple reg-
istration authorities and key collectors. Both, the TrustVote protocol as well as the entire
hybrid TrustVote system, are therefore suitable for real large-scale elections.

The remainder of this paper is organized as follows. We start with some crypto-
graphic preliminaries and notational conventions in Section 2. Then the TrustVote e-
voting protocol is discussed and analyzed in Section 3, and the hybrid TrustVote system
in presented in Section 4. We summarize and conclude the paper in Section 5.

2 Cryptographic Preliminaries and Notation

The TrustVote e-voting protocol of the next section consists of multiple phases, in which
different entities exchange e-voting data. Here, we describe the cryptographic functions
used by these entities to process the exchanged data and different types of channels over
which the data is transferred.

2.1 Basic Cryptographic Functions

In order to guarantee confidentiality and to provide authenticity, integrity, and non-
repudiation, we use symmetric encryption and digital signatures, and denote the corre-
sponding functions as follows:

encrypt,(x) Encrypt data x using the secret key k;
decrypt,(x) Decrypt data x using the secret key k;

sign,(x) Sign data x using the private key d;
verify,(s, x) Verify the signature s of x using the public key e.



Furthermore, we use a pseudo-random number generator to create secrets, an injective
one-way function to create anonymous identifiers, and a cryptographic hash function to
produce fixed-sized digests from arbitrary blocks of data:

random() Generate a random number;
one_way(x) Compute a unique one-way value of some input;
hash(x) Compute a hash value of some data.

2.2 Blind Signature

A blind signature, as introduced by Chaum [15], is a form of digital signature, where
the signer is not supposed to see what he or she is signing. In order to achieve this
goal, the data to be signed is disguised before it is given to the signer using a blinding
function. This function usually involves the public key e of the signer and a random
number 7:

x" = blind.(x, r).

After the signer has signed the blinded data x” using his or her private key d, the re-
sulting blind signature s’ can be transformed to an ordinary digital signature s using a
corresponding unblinding function:

s" = sign,(x"),

s = unblind(s’, r).

There are different blind signature schemes, one of the simplest is using classical RSA-
based signatures. In this scheme, the blinding and unblinding functions consist of mul-
tiplying x with the blinding factor ¢ and s” with the unblinding factor r~!, respectivly.

2.3 Threshold Blind Signature

A (t, N)-threshold signature scheme is a procedure to let N parties sign some data such
that the outcome is a valid signature if at least ¢ parties have contributed to the signature
[45]. We realize such a scheme by having each party sign the data individually and then
counting the number of valid signatures in order to decide if the threshold has been
achieved. If s = (sy,..., sy) denotes the individual signatures and e = (ey, ..., ey) the
public keys of the signers, we denote the corresponding verification function by

verifye,l(s, x) € {true, false}.

A threshold blind signature scheme is a combination of a threshold signature scheme
with blind signatures such that the data to be signed is not revealed to the signers [46,
47]. Since it is important in our protocol that each party is given the same blinded data
x’, we assume that both the blinding and the unblinding function,

x" = blinde(x, r),
s = unblinde(s’, r),



depend on the public keys e of all the signing parties.

To realize such a scheme based on RSA, we can use a common blinding factor r¢'""¥
and individual unblinding factors r~(¢1¢-1¢+1"¢¥) to obtain classical RSA signatures s; =
x%_ Note that if m; denotes the modulus for the public key e;, then m, - - - my will be an
appropriate modulus for 7¢,

2.4 Secret Sharing

A (t, N)-threshold secret sharing scheme is a procedure to distribute some secret data
x among N parties. For this, each party is given a share x; of the data such that any
subgroup of ¢ or more parties can reassemble the secret data, but no group of fewer than
t parties can. We denote the sharing and assembling functions by

x = share, y(x),

x = assemble,(x),

respectively, where X’ is a subset of the shares x = (xj,..., xy) of size ¢ or greater.

One of the first secret sharing schemes was introduced by Shamir [48]. It relies on
the fact that a polynomial function f(z) = ag + ajz + -+ + a;_1z""" of degree t — 1 is
determined by ¢ points. Taking the secret data as the first coefficient ay and choosing
the remaining coefficients ajy, ..., a,— at random, any N points (z, f(z)) are distributed
as shares amoung the N parties. Given any subset of the ¢ points, the coefficients of f
can be determined using interpolation, especially the secret data ay.

2.5 Confidential, Authentic, and Anonymous Channels

In order to protect data during the transfer between the entities, we distinguish different
types of communication channels. A confidential channel is a way of transferring data
that is resistant to interception, whereas an authentic channel is resistant to tampering.
Assuming the existence of a public key infrastructure, such channels can be established
by using asymmetric encryption and digitial signatures, respectively.

An anonymous channel hides the correspondence between senders and their mes-
sages, i.e., the senders of the messages are anonymous or untraceable. The first anony-
mous channel, called mix net, was proposed by Chaum [18]. A mix net consists of a
sequence of servers, each of which receives a batch of input messages and produces a
batch of output messages in a permuted (mixed) order. In the formal description of the
protocol, we will use the following notations for the transfer of data over the different
types of channels:

X — Y: x Transfer x over an unsecure channel;

X = Y: x Transfer x over a confidential channel;

X — Y: x Transfer x over an authentic channel;

X > Y: x Transfer x over an anonymous channel;

X = Y: x Transfer x over a confidential and authentic channel;

X =#= Y: x Transfer x over a confidential and anonymous channel.

For the transfer of data to multiple recipients, we write X — Y : x if the data is the
same for every recipient and X — Y : x if the data is different. Similarly, X — Y: x
denotes the transfer of data from multiple senders to a single recipient.



3 The TrustVote E-Voting Protocol

The TrustVote e-voting protocol as described in this section is an enhancement of the
original FOO92 protocol [17]. The proposed extensions are necessary to eliminate the
problems mentioned at the end of Subsection 1.2. Some of the extensions are adopted
from the successors of FOO92, most notably from Sensus [34], Evox [35], and Revs
[38]. An additional extension addresses the possibility of injecting additional votes by
a conspiring group of voters, a possible vulnerability that has been overseen in Revs.”

One of the main difference between FOO92 and TrustVote is the transition from a
single blind signature to a threshold blind signature scheme. For this, the administra-
tion’s task is reduced to the initialization of the voting process, whereas the respon-
sibility for the voter registration process is transferred to a group of so-called regis-
tration authorities, each of them with the ability to issue blind signatures. To render
a casted vote valid, it must then be equipped with a reasonable number (defined by
a threshold) of such signatures. Such a multiple authority scheme has first been pro-
posed as an Evox enhancement [36] and later in Revs. TrustVote differs from those
approaches by interlinking the individual blind signatures with a common blinding fac-
tor (see Subsection 2.3). To ensure the uniqueness of the common blinding factor, the
protocol requires an additional public board. This enhancement is important to avoid
the above-mentioned vulnerability with respect to a conspiring group of voters and to
allow arbitrary thresholds. Note that we use the same additional public board to embed
the TrustVote protocol into the hybrid system (see Section 4).

The second important difference between FOO92 and TrustVote concerns the open-
ing of the encrypted votes. For this, FOO92 requires an additional voter interaction and
thus rules out the desired vote-and-go property. SEnsus and Evox suggest to release
the decryption keys together with the casted votes and to delegate the responsibility
for holding back the keys during the voting period to the “tallier” or the “anonymous
server”. This is similar to Revs, where all the votes are encrypted with the public key
of the “commissioner”, which is supposed to unveil the corresponding private key at
the end of the voting period. Note that the fairness property is violated in either case.
To avoid this type of problem, TrustVote uses a secret sharing algorithm to protect the
secrecy of the decryption keys during the vote casting period (see Section 2.4).

3.1 Roles and PKI Setup

In the following, we introduce the entities involved in the protocol and their roles. Fur-
ther details about their roles will be explained in the subsequent protocol description.

Voter: V
The voter is the main actor of the protocol. In a real-world setting, there will be a
large number of voters, but the subsequent description of the protocol only involves
the perspective of a single one. With id we denote his or her unique identifier.
Administration: D
The administration prepares and initiates the voting process. This involves compil-
ing and publishing the list of legitimate voters, creating the official electronic ballot,
and specifying a unique event number.

2 Many thanks to our colleague Emmanuel Benoist for pointing this out.



Registration Authorities: A = (A,...,Ay)
The registration authorities are responsible for verifying the eligibility of a poten-
tial voter to vote and for preventing them to vote more than once. Since this is one
of the most crucial tasks of the whole protocol, we propose to share this responsi-
bility among N > 2 different registration authorities. The idea then is to choose N
according to the number of opposing parties or candidates involved in the election,
and to let each one of them control or supervise one registration authority.

Key Collectors: C = (Cy,...,Cy)
The key collectors are responsible for the non-disclosure of the vote decryption
keys during the vote casting phase. To avoid a potential single point of failure, we
assume again that there are at least M > 2 key collectors and that M is chosen
according to the number of involved parties or candidates.

Public Boards: R, B
A public board is a broadcast channel with memory. This means that all entities
are allowed to append new entries and to read its content, but nobody is allowed
to delete or to modify existing entries. Such a board may have the additional func-
tionality of filtering out invalid or double entries, e.g. by checking the validity of an
attached digital signature. Our protocol involves two public boards with different
responsibilities: the registration board R for listing the voters during the registra-
tion process and the voting board B for publishing the casted votes. The boards can
be replicated in order to prevent them from being potential single points of failure,
but we do not explicitly include this replication as part of the protocol.

Tallier: T
The tallier counts the published votes at the end of the voting process. Note that
this is no explicit entity of the protocol, as any entity can take on the role of a tallier
at the end of the voting period.

In the subsequent protocol description, we assume the existence of a public key infras-
tructure (PKI), which includes the administration, the authorities, the key collectors,
and all legitimate voters (but not the public boards). The corresponding public keys
shall publicly be available in form of certificates issued by a trustworthy certification
authority. We denote the private and public keys of the authorities A by d = (dy, ..., dy)
and e = (ey, ..., ey), respectively, and the key pair of a voter V by (d, e).

Assuming a complete PKI simplifies the registration phase of the protocol, but it
also restricts the applicability of the protocol in practice. Note that the protocol can
easily be turned into a non-PKI version, in which voters obtain a temporary key pair
after identifying themselves with their PIN or password.

3.2 The Protocol

The TrustVote e-voting protocol consists of five consecutive phases, which will now be
explained in detail. The description of the protocol only involves the perspective of a
single voter V. A first overview of the whole protocol is given in the sequence diagram
shown in Figure 1. Note that the voter preparation phase is invisible in the diagram,
since it does not involve any communication.
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Fig. 1. The four communication phases of the TrustVote e-voting protocol. The voter preparation
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Phase 1: Initialization The administration D initiates the voting process by generating
a unique event number nr and the empty ballot b. Both, the event number and the ballot,
are distributed over an authentic channel to all necessary entities, e.g. by publishing
them together with respective digital signatures on an official web site. Furthermore,
the administration sends the list of identifiers of legitimate voters (denoted by id) over
an authentic channel to the voting authorities A. At the end of the preparation phase, all
general parameters are specified and publicly known. The role of the administration as
an active protocol entity terminates.

11 Di— V,AR,B,T: nr
1.2 D—V,T: b
13 Di— A:id

Phase 1: Initialization

Phase 2: Voter Preparation At the beginning of the second phase, the voter fills in
the empty ballot b and the resulting vote v is encrypted with a randomly chosen secret
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key k. Then the so-called voter mark i is generated by applying a one-way function to
id || nr|| m, where m is the randomly chosen voter secret. The role of 7 is the one of a
self-assigned pseudonym, which is unique for the current and all future voting events.
Note that no communication takes place during this phase, i.e., everything happens
locally on the voter’s machine.

At the end of this phase, the voter is ready to start the registration and vote casting
processes, in which the voter mark 7 will serve as an anonymous identifier on the
voting board. During the vote revocation process in the embedding hybrid system (see
Section 4.1), we will use the self-assigned voter secret m as a receipt for proving the
link between the voter (as registered on the registration board) and the vote (as casted
on the voting board).

21 V: v = fill_balloty(b)

22 V: k =random()

23 V: w = encrypt,(v)

24 V: m =random()

25 V: i = one_way(id||nr| m)

Phase 2: Voter Preparation

Phase 3: Registration The purpose of the registration phase is to authorize legitimate
voters to cast their votes. For this, the voter requests from the authorities a blind sig-
nature. To initiate the blind signature scheme, the voter calculates a verification code
h = hash(/1||nr||w) to interlink the encrypted vote w with the voter mark and the current
event number. The voter then blinds the verification code using the blinding function
described in Subsection 2.3. The resulting value /" is the common data to be signed
by the authorities. To prevent the voter from sending different values to the authorities,
we use the registration board as a broadcast channel for 4’. To avoid false or multiple
entries on the board, only those with a valid voter signature are accepted (one entry
per voter). The authorities can then respond to a voter’s request for a blind signature
by retrieving &’ from the board and signing it with their own private keys. The request
itself is initiated by sending the voter’s identifier id over an authentic channel to the
authorities.

The registration phase ends as soon as the number of returned blind signatures ex-
ceeds a certain threshold z. To avoid a single point of failure, r must be greater than 1 and
smaller than N. To maximize the robustness and reliability of the protocol, the choice
of # should make it unlikely that # or more authorities collude, or that N — ¢ authorities
fail. For situations like this, %N <t< %N is often mentioned as a reasonable choice.



31 V: r =random()

32 V: h =hash(@@| nr|w)
33 V: I =blinde(h,r)

34 Vi s =sign,(id||nr||h")

35 V—R:idW,s

36 if id ¢ R and verify, (s, id||nr||h") = true then
37 L R: publish(id, I, s)

38 Vi—A:id

39 if id € id then

3.10 R— A:id N,s

311 if verify, (s, id||nr||h") = true then
3.12 A: ¢ =signy(h')

3.13 Ar—V:s

3.14 V: s = unblind(s’, r) = signy(h)

Phase 3: Registration

Phase 4: Vote Casting In this phase, the voter first applies the secret sharing algorithm
share, (k) to distribute the decryption key k as a setk = (ki, ..., ky) of corresponding
shares (see Subsection 2.4), where u denotes the minimal number of shares needed to
reassemble the key. Choosing the threshold u with care is again important to maximize
the robustness and reliability of the protocol. The shares are then sent anonymously to
the key collectors C (one share per collector).

Then the encrypted vote together with the authorities’ signatures s are deposited
anonymously on the voting board B, the voter mark serving as an anonymous identifier.
To avoid false entries on the board, the integrity of the received data is checked by
calculating the verification code /& = hash(7z||nr||w) and by verifying the validity of the
supplied signatures. Only entries with at least ¢ valid signatures are accepted. The voter
can now verify that his or her vote has successfully been casted.

At the end of this phase, the voting board has published the encrypted vote together
with the signatures, and the key collectors are in possession of the shared secret key.
With this, the role of the voter as active protocol entity terminates.

41 V: k = share, y (k)

42 V= C: mk

43 V 4> B: m,w,S

44 B: h = hash(/||nr||w)

45 if /i ¢ B and verify, (s, h) = true then
46 L B: publish(#i, w, s)

Phase 4: Vote Casting
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Phase 5: Counting The last phase of the TrustVote e-voting protocol involves the open-
ing of the encrypted votes to make them available for counting. For this, the collectors
send their shares of the secret key over an authentic channel to the voting board, which
completes the existing entries using the voter marks as identifiers. The votes are now
ready to be counted.

As anyone can read the content of the voting board, we do not further specify the en-
tity that plays the role of the tallier 7. To prepare the counting, each vote with enough
valid signatures is decrypted with the reassembled decryption key k = assemble, (k).
After successfully comparing the format and content of a decrypted vote with the orig-
inal empty ballot, it is accepted as a valid vote. The result of the counting will be used
as such in the hybrid system (see Subsection 4.1).

s1 Ci— B: m,k
52 if (M, w,s) € B then
53 L B: publish(if, w, s, k)

54 B—T:mwsk
55 T: h=hash(h|nr|w)
56 if verify, (s, h) = true then

5.7 T: k = assemble, (k)

58 T: v = decrypt,(w)

5.9 if v is consistent with b then
5.10 | T: count(v)

Phase 5: Counting

3.3 Security Analysis

Let us now have a closer look at the security properties of the TrustVote protocol. For
this, we assume that a secure implementation of the cryptographic functions and chan-
nels described in Section 2 exists, and that the machines used by the voters are invul-
nerable in the sense of a secure platform [49]. We also assume that none of the involved
private keys has been lost or stolen. Furthermore, we suppose that at least ¢ registration
authorities and u key collectors are reliable and willing to co-operate, and that the list
of legitimate voters distributed by the administration is sound and complete. Then the
TrustVote protocol fulfills all the core security requirements except for receipt-freeness:

Integrity: Since all casted votes are published on the voting board, any alteration
would immediately be detected. Such an alteration could easliy be proved, because
the authorities’ signatures would become invalid.

Completeness The observability of the voting board also guarantees that no votes can
be removed without being noticed.

Soundness: Unauthorized votes, i.e., votes with an insufficient number of valid signa-
tures, are rejected by both the voting board and the tallier. Invalid votes, which are
inconsistent with the ballot, will be recognized during the counting phase and thus
will be ignored for the final tally.
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Eligibility: The registration authorities only accept signing requests from voters, which
are on the list of legitimate voters distributed by the administration. Therefore, only
legitimate voters will be able to cast their votes on the voting board.

Uniqueness: To obtain the blind signatures from the authorities, the voter has to pub-
lish the blinded verification code (which depends on the voter mark and the en-
crypted vote) on the registration board. Since the registration board only accepts
one entry per voter, no voter can obtain signatures for more than one vote.

Anonymity: The blind signature scheme prevents the authorities from learning the
voter’s verification code, which implies that they cannot associate the voter with a
voter mark or a vote. After the registration phase, the voter uses the self-assigned
voter mark as a pseudonym to anonymously publish the vote on the voting board
and to send the shares of the decryption key to the key collectors. The anonymous
channels guarantee that both, the voting board and the key collectors, cannot trace
back the cast to the voter.

Individual Verifiability: The voter mark identifies the casted vote on the voting board
and can thus be used by the voter to independently verify that his or her own vote
is included in the final tally.

Universal Verifiability: The public boards allow any entity to independently verify
that all casted votes are counted correctly.

Fairness: Since the casted votes remain encrypted during the voting period, no inter-
mediate result can be inferred from to information available before the key collec-
tors reveal the decryption keys at the end of the voting period.

Since the voter mark serves as an identifier for a casted vote, it is always possible to
create an undeniable link to a particular vote by revealing the voter secret. This implies
that the TrustVote protocol is obviously not receipt-free. But we will see in Section 4.2
how to exploit the receipt in the vote revocation process to overcome vote buying and
vote coercion problems in the hybrid system.

Apart from the above core security requirements, the TrustVote protocol also fulfills
some other important requirements. The redundancy established by the threshold sig-
nature and secret sharing schemes makes the system robust against groups of colluding
or failing entities up to a certain size (defined by the thresholds ¢ and u). Since the en-
crypted votes and the corresponding shares of the decryption keys are casted in the same
phase of the protocol, the voter needs to interact with the system only once and can thus
cast the vote in a vote-and-go manner. The protocol also offers some additional mea-
sures to prevent denial-of-service attacks (e.g. by flooding of the public boards), which
improves the overall availability and reliability of the system. Finally, the protocol offers
complete transparency by publishing the casted votes on public boards.

4 The Hybrid E-Voting System

In this section, we show how to embed the e-voting protocol of the previous section
into a traditional paper-based voting infrastructure. The goal is to offer the voters the
possibility to revoke previously casted electronic votes by presenting their voter secrets
to the voting officials. If a revealed voter secret matches with a voter mark on the voting
board, the corresponding electronic vote counts as a negative vote and is subtracted
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from the final result. The voter is then allowed to cast the vote update on paper, the
so-called “last ballot” [6]. An overview of the hybrid voting process is shown in the
data flow diagram of Figure 2.

id,v
m
Electronic v Vote. [m) Paper-Based
Votes — | Revocations | ———— Votes
v v v
I I I
ata” CANC YT

Fig. 2. Data flow diagram of the hybrid e-voting systems. The optional revealing of the voter
secret m, denoted by [m], initiates the vote revocation process.

The idea of merging an electronic voting system with a traditional paper-based vot-
ing infrastructure is not entirely new in the literature. Some papers advocate a so-called
voter-verifiable paper trail (VVPAT) as backup to allow recounting in case of a fraud
[50-53]. Another type of papers proposes so-called end-to-end auditable voting sys-
tems, in which paper ballots containing cryptographic elements are processed by optical
scanners. Examples of such systems are Prét a Voter [54], Punchscan [55], Scantegrity
[56], ThreeBallot [57], or Bingo Voting [58]. They differ strongly from the type of hy-
brid system proposed in this paper, in which a traditional paper-based system coexists
with its electronic counterpart. The potential of using a paper-based and an electronic
system together, so that each can do what it does best, and each can compensate for the
drawbacks of the other, has been mentioned in [6, §5.2], but it seems that this is still a
relatively unexplored view in the literature.

4.1 Vote Revocations and Counting in the Hybrid System

We now describe how the vote revocation mechanism and the counting procedure works
in the hybrid system. First, we assume that the electronic vote casting period ends be-
fore the paper-based procedure starts. This chronological constraint is important to en-
sure that revoking an electronic vote is always possible and that no electronic vote is
accepted after casting a paper vote. In a real-world setting, electronic votes could be
accepted a few days or a week prior to the official election day. The electronic voting
process works as explained in the previous subsection, i.e., the encrypted votes are pub-
lished on the voting board and the voters memorize their voter secrets. But to avoid
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the disclosure of intermediate results, the counting phase is postponed until all voting
offices are closed and the paper-based voting period ends. Attaining this second chrono-
logical constraint is the responsibility of the key collectors.

Now suppose that a voter visits the voting office on the election day to cast a paper
vote. In a traditional paper-based setting, the election officials ask the voter to prove his
identity before allowing him to drop the ballot into the ballot box. In our hybrid system,
some additional steps are needed at this point. The first one is to check if the voter has
previously casted an electronic vote. For this, the officials check if the registration board
R contains an entry with the voter’s id. If no such entry exists, they allow the voter to
cast the paper vote V' as usual.

If an entry with the voter’s id exists on the registration board, the vote revocation
process starts. For this, the voter is asked to reveal the voter secret m to the officials, who
can then compute the corresponding voter mark /71 = one_way(id || nr || m). If an entry
for /1 is found on the voting board, then the vote revocation is accepted and the voter is
allowed to cast the new paper vote v'. Otherwise, the vote revocation and thus the vote
update are rejected. The voter secrets of all accepted vote revocations are collected on
a separate pile.

At the end of the voting period, the hybrid vote counting phase starts. Without loss
of generality, we assume here a simple yes/no-type of voting, i.e., each vote is one bit
with two possible values yes and no. The problem then is to determine three pairs of
values (see bottom of Figure 2):

a*,a” : number of electronic votes for yes and no, respectively;
B7, B~ : number of revoked votes for yes and no, respectively;

¥",y~ : number of paper votes for yes and no, respectively.

The two values a* and o~ for the electronic votes are derived from the voting board
and are thus universally verifiable (as explained in Section 3). The values 8% and 8~
are determined by the voting officials from the pile of revealed voter secrets and the
corresponding votes published on the voting board. Finally, y* and y~ are the results
obtained from counting the paper votes in the traditional way. The final results are then
result™ = a* — B + y* for the total number of yes-votes and result” = o~ -~ +7y~
for the total number of no-votes. Note that the counting procedure as presented here is
easily extendable to more general voting schemes with multiple candidates or multiple
seats.

4.2 Security Analysis

The security of the electronic component of the TrustVote system has been discussed
in Subsection 3.3. In principle, all the desired security properties are inherited into the
hybrid system, but revealing the voter secret m to start the vote revocation process could
possibly create a leak. In fact, revealing m together with the voter id to the officials on
the election day means to give up the anonymity of the electronic vote. But since this
affects exactly those voters which are allowed to cast a vote update on paper, it only
compromises votes that will not be counted in the final tally. In a simple yes/no-type
of voting, one could argue that revoking a yes-vote implies that the update will be a
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no-vote, and vice versa. But this conclusion remains speculative and does therefore
not violate the anonymity of the vote update. Furthermore, by offering the option of
casting the “last ballot” on paper, we provide a simple mechanism to compensate for the
protocol’s missing receipt-freeness property and to overcome the resulting vote buying
and vote coercion problems. To identify the vote on the voting board, a potential vote
buyer may ask the voter to reveal the voter secret m, but there is no general and scalable
way of verifying that the vote has not been revoked afterwards.

To ensure the other desired security properties with respect to the aforementioned
vote revocation process, we do not require assumptions different from those of a tra-
ditional paper-based voting infrastructure. As we propose the e-voting protocol to be
embedded in an existing voting infrastructure, we can simply enhance the correspond-
ing operational and procedural standards to the vote revocation process. This includes
the strict separation between the voter’s identity and the vote update on paper, e.g. by
dropping the latter secretly into a ballot box after verifying the former. It is also possible
to let official election observers supervise the vote revocation process or to conduct a
recount in case of a suspected fraud.

5 Conclusion

As governments today are rather considering a gradual transition instead of an overnight
switch from an all-paper to a all-electronic system, there may be an increasing demand
for well-designed hybrid systems in which a traditional paper-based system coexists
with its electronic counterpart. The approach proposed in this paper is such a hybrid
system, in which a traditional paper-based voting infrastructure is enhanced with an
e-voting protocol. The protocol itself is based on blind signatures and a secret sharing
scheme. Potential single points of failures are avoided by replicating some of the entities
involved in the protocol. We showed that the protocol guarantees all major security
requirements, except that it delivers a receipt and thus allows vote buying and vote
coercion. To render those receipts useless, we demonstrated how to embed the e-voting
protocol into a traditional paper-based voting infrastructure.
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